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ABSTRACT 
Research on digital twins is heterogeneous and covers numerous different real-world 
tasks in various domains. At the same time, machine learning has repeatedly demon
strated its potential as disruptive technology and has impacted many research fields. 
However, currently these two disciplines are somewhat disconnected, and key ena
bling machine learning technologies with high potential impact for digital twins 
remain niche topics. This review article presents digital twins from a machine learning 
perspective to encourage interdisciplinary research and to permit knowledge 
exchange between these two fields. We discuss the conceptual differences between 
digital twins in Earth sciences, healthcare and industry. Unlike previous reviews, we 
focus on machine learning-specific aspects such as data landscape, learning assump
tions and objective functions for each domain. We systematically review 50 recent 
machine learning-based digital twins. We give a general, learning theory-based defin
ition of digital twins to serve as starting point for theoretical research on machine 
learning for digital twins. Then, we describe all major aspects of the cyclical flow of 
information in digital twin systems on a domain-agnostic level, including data acquisi
tion (measurement), pre-processing, data management, simulation, forecasting, con
trol, intervention testing, and human-computer interaction.
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Introduction

In broad terms, a digital twin (DT) is an accurate virtual representation of a physical asset. DTs have 
become a relevant economic factor: In 2023 there was an estimated market size of USD 16.75 billion, 
which is projected to keep growing until 2030 [1]. Moreover, a large number of applied research 
articles have been published on the topic—in 2024 alone, there were more than 25 survey/review 
articles on DTs summarising thousands of original articles in various fields [2–27].

Currently, it is popular to use machine learning (ML) techniques for building or augmenting DTs 
and numerous works report a successful application. However, there is a notable disconnect between 
recent advances in ML research and DT applications: On the one hand, it was repeatedly demonstrated 
that novel ML-concepts can have a large impact on DTs—for example, Dang et al.’s [28] DT for struc
ture health monitoring of a bridge based on neural networks. On the other hand, many ML researchers 
are only incidentally aware of relevant DT applications, and key enabling technologies such as physics- 
informed ML (PIML) [29] remain niche research topics.
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An explanation for this disconnect is that DTs and ML require different expertise, and and develop
ing expertise that effectively integrates both domains requires substantial effort and a broad interdisci
plinary skill set:

� DTs require substantial expertise about the physical asset [30]. In many settings, the level of know
ledge needed to build a DT is comparable to that needed to build/design the physical asset itself, 
including knowledge about the operational environment. Purely model-driven approaches are often 
too simplified, while purely data-driven approaches fail to detect causual relationships, since obser
vational data alone only capture correlations [31,32].

� The precise usage of ML requires substantial expertise about statistical learning theory and experi
ence with the practical behaviour of the involved algorithms. To control ML approaches, their 
hyperparameters need to be set manually [33], and for many ML methods, small changes in the 
learning setup lead to vastly different outcomes. According to the current state of learning theory, 
there is no reliable method for automatically calibrating an ML system to an application [34].

Another noteworthy segregating factor is the ML community’s heavy focus on benchmark 
datasets, which is not realistic for DTs. It is conventional to evaluate a novel ML method using bench
mark datasets, but the observed accuracy of results does not predict the method’s suitability for prac
tice. Applied research has shown that many novel, experimental methods fail to deliver in realistic use 
cases [35].

Since DTs can have high economic and societal impact, it is essential that ML research devises meth
ods that perform well in various DT settings. However, this is challenging due to the aforementioned 
disconnect between the fields and the lack of interdisciplinary knowledge. The aim of this review art
icle is to make DTs more accessible for ML researchers and to facilitate interdisciplinary research at 
the intersection of ML and DTs. To this end, we make the following contributions:

Review

� We describe DTs in three common domains through the lens of ML: Earth science, healthcare, and 
industry. For each domain, we highlight the subtleties related to data, assumptions, and learning 
objectives that affect the design of suitable ML systems and make recommendations for applied ML 
research in these domains.

� We review contemporary interdisciplinary research at the intersection of DTs and ML, with a focus 
on technology trends, research hotspots, opportunities and challenges.

Theory

� We formalise DTs across domains in a general way, including a rigorous definition that is 
suitable to serve as a starting point for theoretical research and that allows theoreticians to make 
more realistic initial assumptions. Our formalisation includes a definition of the involved physical, 
measurement, and control processes as learnable functions that are suitable for non-linear 
optimisation.

� We describe, on a domain-agnostic level, all phases of the cyclical flow of information associated 
with DTs from an ML viewpoint.

ML view of DT applications

There is a disconnect between the objectives of most contemporary ML research and the needs of DTs. 
To enable an increased practical impact of contemporary ML research, we describe three contrasting 
DT domains from an ML point of view. In each domain, we first present the predominant DT notion, 
data, learning assumptions and objectives. We then conclude the section with a summary and compari
son of ML for DTs across the domains.
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Earth sciences

DTs in Earth sciences are distinct in many ways—particularly in terms of what is considered a high- 
fidelity or accurate representation. A good example is Destination Earth [36–38], an international effort 
to construct a DT of the Earth itself using observations, satellite images, meteorological re-analysis 
data, big data mining, machine learning, physical models, and many other tools. A common goal of 
Earth Sciences DTs is to leverage high-resolution data to empower climate-related decision-making 
such as renewable energy planning, water management and disaster protection. One key idea is that 
DTs of the Earth will improve simulations and permit a detailed analysis of what-if scenarios since in- 
situ observations are usually scarce with limited coverage, and existing downscaling method accuracy 
relies on geographical features, grid resolution and reference datasets [39]. A visualisation of a DT in 
Earth Sciences is given in Figure 1.

From an ML point of view, there are several noteworthy aspects about DTs in Earth Sciences.

Data
In terms of volume, Earth sciences contain some of the largest spatio-termporal datasets in the DT con
text—for instance, Destination Earth [36] processes one petabyte per day. There is a multitude of het
erogeneous observational data - including ground based weather stations, remote sensing data from 
satellites, precipitation radars, and radio sondes. All of these observations have different characteristics, 
particularly in terms of spatial and temporal sampling frequency, and their representation of the under
lying physical variables - ranging from direct in-situ measurements of point-wise quantities, to indirect 
satellite based measurements, which with additional assumptions can be representative for mean values 
over larger areas. For many applications, however, it is desirable or necessary to know the state of the 
part of the Earth system of interest - e.g. the atmosphere - as a spatiotemporal grid of physical varia
bles, and heterogeneous observations can not be used directly. In meteorological practice, this is solved 
by combining all available observations with numerical models to generate best guess estimates of spa
tiotemporal fields. This process is called data assimilation [40], and is both done operationally every 
couple of hours by weather forecasting centres, as well as retrospectively for several decades in reanaly
sis datasets [41]. From a DT perspective, this creates the unique position that there are two different 
potential starting points to develop an Earth science DT: 1) one can start from existing spatiotemporal 
gridded datasets - which are significantly easier to use than heterogeneous observations, and well suited 
for established deep learning architectures such as CNNs or transformer architectures. An example is 
provided in Figure 2. On the other hand, these datasets are also far from perfect, and machine learning 
might have the potential to improve on them. Therefore, 2), one can start directly from observational 
datasets - which are more challenging to use, but avoid the errors introduced by data assimilation sys
tems. Additionally, both approaches could be combined - using both gridded datasets, as well as obser
vational datasets as input to the DT.

Figure 1. Common interpretation of DT in Earth sciences. The DT contains high-resolution data detailing a part of 
Earth, such as the atmosphere.
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Independent of which approach is used, there usually is sufficient data to overcome the sample com
plexity [42] of most learning algorithms. A downside of these large data quantities is that batch proc
essing, distributed computation, and hardware acceleration are frequently necessary. This impedes 
exploratory data analysis and makes it more difficult to find sensible inductive biases, which are neces
sary for successful learning [43]. Moreover, despite the large amounts of available data, the relevant 
spatial region—often large parts of the Earth’s surface—is almost always heavily under-sampled, with 
the grid cells of spatiotemporal datasets even in the best case being only representative for the mean 
over one square kilometre, and true observational data are only available for a small number of loca
tions. One set of typical Earth science DT tasks often face the challenge to expand the available data to 
higher spatial and temporal resolution, or to new regions. In ML terms, this can be translated to a set
ting where a sparse tensor is given consisting of a grid/matrix for each timestamp, and the tensor needs 
to be populated, e.g. using interpolation, convolution or similar techniques. The tensor dimension 
increases accordingly if the Earth is modelled at multiple levels above the surface, for example to moni
tor upper air temperatures [44].

Another Earth science DT task is to model particular downstream problems, e.g the connection 
between weather events—which are likely directly modelled in the DT—and their impacts on a particu
lar region, which might be available in additional datasets. From a ML point of view, this is a typical 
supervised learning problem. The Earth system is characterised by process with a wide range of spatial 
and temporal scales. In many Earth science DTs, the sampling frequency is usually between ten minutes 
and daily observations, yet there are exceptions such as seismology where high-frequency vibrations 
oscillate with split-second periodicity [45]. Observation data are typically heterogeneous and may 
require different data pre-processing for each station/satellite/observations system, yet many data sour
ces have been harmonised in recent years [46]. Overall, the data landscape in the Earth Sciences is 
interesting for ML, especially due to the large amounts of available data that have similar stochastic 
properties, and the existing spatiotemporal datasets that ML can build on and potentially extend. This 
facilitates and encourages the use of deep learning methods, whose sample complexity is prohibitive in 
other domains [47].

Assumptions
From a statistical perspective, many Earth science variables such as temperature have ‘well-behaved’ 
properties which harmonise with typical ML assumptions. Many widely-used ML approaches assume 
smoothness of the underlying mapping to enable effective generalisation beyond training data—this is 
evident from the wide use of (smooth) kernel functions, as well as the differentiability condition tied to 
gradient descent [48]. Hence, one can expect that the learning-theoretical guarantees associated with 
this assumption, such as convergence to a local minimum, will usually hold for Earth Science DTs—at 
least in a partial manner. Similarly, the implicit assumption of light-tailed distributions with finite 
moments is commonly justified for modelling task such as air-quality prediction [49] and wind now
casting [50], which further simplifies learning. However, the Earth Sciences also contain special tasks 
where these ML assumptions generally do not hold, which complicates the construction of DTs. For 

Figure 2. Simplified visualisation of downscaling, a typical DT task in the earth sciences. The objective is to generalise 
from a coarse resolution of some part of earth to a finer resolution, providing more accurate data. Dynamical downscal
ing uses physical laws encoded in numerical simulations, whereas statistical downscaling leverages spatio-temporal rela
tionships via deep learning and similar methods.
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instance, in hydrology, the distribution of events such as precipitation and flooding are skewed and 
heavy tailed, which requires statistically robust modelling approaches [51,52]. A further example is ice 
sheet monitoring, where the distribution of floe sizes follows a power law [53]. Moreover, the Earth 
Sciences frequently involve periodic, cyclical and seasonal processes that exhibit repeating behaviour 
such as tides, diurnal and seasonal cycles. Although these processes do not capture flawless repetitions, 
it is sensible and common to model them with cyclo-stationary ML models such as SARIMA (seasonal 
autoregressive integrated moving average) or with recurrent neural networks paired with feature engin
eering as shown in practice [54].

Learning objectives
Earth Sciences DTs have the interesting property that accuracy is not necessarily the primary learning 
objective, and other objectives such as physical plausibility and explainability are (at least) equally 
important [55,56]. This circumstance can be counterintuitive for ML researchers and engineers since 
the field mostly focuses on designing accurate predictors, classifiers and regressors. However, the ability 
to dissect the model and decode the logic behind the output is central in numerous Earth Sciences 
applications, and explains why traditional approaches such as Kriging [57] are still competitive with 
more complex ML approaches [58]. Additionally, particularly in meteorology, both estimates of the cur
rent state, and even more so forecasts of future states, are inherently uncertain [59]. Therefore, in add
ition to accuracy, reliable uncertainty estimates are equally important in many applications, which can 
be done with traditional ensemble approaches [60] and ML [61,62].

In general, Earth sciences commonly require that a DT operates on multiple different time scales 
simultaneously, each with a distinct expected behaviour. Accordingly, ML systems may also require dif
ferent loss functions for different time scales or horizons.

Healthcare

In healthcare, the term DT is primarily associated with personalised medicine [63] for precise diagnosis 
and personalised treatment processes. This association entails the physical asset in healthcare DTs is 
often a human being, whose molecular status, physiology and lifestyle should be dynamically repre
sented in the DT [64]. One of the key reasons for personalised treatment is the large variability in 
patient responses to drugs, where the desired effect is commonly only observed for a subset of patients 
[65]. It is projected that medical DTs may overcome this challenge and will enable the development of 
novel therapeutics via virtual clinical trials [66]. However, due to the complexity of the human body, 
many existing healthcare DTs focus on a specific organ or function that is relevant to the subfield, e.g. 
cardiac DTs aim to replicate the human heart [67], and in oncology simulations are run on DTs of 
cancer cells [68]. Besides virtually replicating the human body, secondary applications of DT technology 
in healthcare include DTs for hospital resource management and wearable technology which continu
ously transmits biomarkers such as blood pressure to the cloud [63].

From an ML perspective, there are several traits that affect the construction of DTs in healthcare:

Data
It is a characterising trait of the healthcare domain that available datasets from clinical studies are 
high-dimensional, with a small number of study participants but a large number of different measure
ments per patient, and each measurement is taken a small number of times per patient—often only 
once [69]. However, ML for medical DTs requires a different data landscape: To construct a personal
ised model, every measurement needs to be taken a large number of times for a single patient to give a 
reliable and dynamically updated estimate of the patient’s condition over time. For most medical DT 
applications, personalised data is needed [70]—in other words, new data need to be dynamically col
lected for each new individual, as exemplified in Figure 3.

While this data requirement is feasible for some biomarkers that are easy to measure such as blood 
pressure or glucose, it can be prohibitive for invasive or less accessible biomarkers, e.g. Amyloid-beta 
measured for Alzheimer monitoring via positron emission topography [72]. This discrepancy manifests 
in a data landscape with large variation in data quantity—for some individuals, an accessible biomarker 
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is generously sampled via a wearable, whereas for a larger set of patients with diverse characteristics, 
only a few individual measurements are available. Hence, data fusion is a major challenge in the med
ical domain, and may impede the development of DT technologies. Moreover, this facet of the domain 
complicates the use of pre-trained ML approaches such as foundation models [73], which are trained 
over many patients, since insights cannot simply be transferred from one individual to another, and 
some biomarkers vary widely between individuals. In a wider sense, ML for healthcare DTs commonly 
needs to operate with either a) small static datasets with few instances (measurements) where learning 
is difficult for statistical reasons; or b) dynamic datasets with a large number of instances (measure
ments), but the population’s variability is not well represented due a limited number of patients. In 
terms of data types, it is characteristic for the medical domain that categorical features and real-valued 
features are mixed—for instance, blood type (categorical) and blood pressure (numeric). However, 
image and text datasets are not uncommon, especially due to the wide use medical imaging technolo
gies and since anamnesis is a world-wide standard procedure which generates a large amount of written 
protocols [74].

Assumptions
Besides the unbalanced data landscape, the healthcare domain is further characterised by challenging 
learning assumptions. The human body is a complicated ‘system’ that is subjected to many internal and 
external influences, which usually leads to an overspecified learning task, i.e. there are more con
straints/equations than measurable features, which excludes a solution. Most prominently, there is an 
abundance of confounders for exceedingly many ML task such as heart disease prediction [75] or 
Alzheimer classification [76]. The construction of data-driven DTs is severely complicated by confound
ers since correlations between observed data and the target variable may be spurious, and it is recom
mended to assume there exists no accurate mapping between medical data and the learning target 
variable—even if ML training loss seems to suggest the opposite. For example, the enzyme creatine 
phosphokinase (CPK) is typically high in patients suffering from muscular disease, but an ML system 
cannot use CPK alone for predicting disease since CPK levels are also significantly affected by other 
factors such as regular intensive exercise [77]. It is thus essential to carefully validate any trained DT 
model, e.g. using held-out data from similar patients. However, despite the difficulties caused by con
founders, successful ML is possible for constructing medicine DTs due to frequent (stochastic) redun
dancy in clinical datasets. Many important clinical states are reflected in multiple features—for 
instance, most types of lung cancer affect numerous biomarkers [78]—and the ML approach does not 
need to use all features for inference or prediction. Hence, the use of dimensionality reduction techni
ques and neural architectures with a sparse hidden layer is recommended and may possibly mitigate 

Figure 3. Comparison of classical data situation and DT data requirements in medicine. Top) The first six rows of the 
Heart Failure dataset [71], for each patient, there is a single measurement of multiple medical features. Such static data 
is common in medicine. Bottom) Data requirements for a healthcare DT. To enable dynamically adjusted, personalised 
diagnostics, the DT requires multiple measurements of multiple features for one—or several—patients.
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the effect of confounders, given there is sufficient data for training—the higher the redundancy, the less 
likely it is that a confounder affects all predictive features.

Learning objectives
The main objective of most medicine DTs is directly related to an individual’s health—see Figure 4. In 
most realistic applications, a DT may inform about an individual’s health, but the actual decision on a 
potential treatment is made by a medical professional. Here, a personalised DT may be beneficial for 
discovering potential health risks, which a professional can then validate with a more accurate con
firmatory test. While the DT should obviously be an accurate representation of an individual’s health, 
the notion of accuracy is nuanced in this domain. Conventional measures commonly used in ML such 
as F1-score or mean squared error may be suboptimal since the cost of errors in healthcare is not sym
metrical. In classification tasks, due to the severe potential impact of health conditions, a false negative 
(patient has a condition but DT misses this) is usually more dangerous than a false positive (DT falsely 
reports a condition the patient does not have) [79], which implies that recall/sensitivity is more impor
tant than precision. Similarly, in regression settings an asymmetric loss function should be used which 
penalises underprediction errors of conditions more heavily than overprediction errors, for instance 
weighted asymmetric squared loss [80]. The asymmetric impact of errors is not wide-spread in ML, 
and it is crucial that the DT’s learning objectives are selected appropriately to minimise health risks.

Industry

Industrial DT applications are diverse and have been extensively studied in previous research. As there 
is no single ‘industry’, there is much heterogeneity in industrial DTs, ranging from state-of-health esti
mation for battery management systems [81], over fault detection in manufacturing cells [82], to noise 
level monitoring for employee safety and health [83]. However, industrial DTs are usually not 
employed as an end in themselves, but are motivated by the desire to gain a competitive advantage 
such as increased reliability, detection of faults, and—most importantly—reduction of cost [84,85]. 
Especially in large industrial settings, it is common to observe systems of DTs interacting with each 
other rather than individual isolated DTs [86]. Such systems of DTs—or even systems of DT systems 
[87]—have high complexity and are a dominant characteristic of Industry 4.0 [88]. Here, interoperabil
ity and integration are important factors. The current lack of standards impedes the testing of different 
DT designs and makes the update of DT components difficult [89,90]. Currently, interfaces to legacy 
and third-party systems are required for the operation of DTs [11,91].

Figure 4. Characteristic schema of DT in healthcare. The DT receives biomarkers and lifestyle information from the 
patient, e.g. via a wearable, and clinical information from the treating professional. The DT provides the patient with 
high-level feedback (not medical advice), and the professional with data-driven diagnostics, treatment recommendations 
and similar.

DIGITAL TWIN 7



Despite their heterogeneity, there are several common traits shared across industries that affect the 
usage of ML of industrial DTs.

Data
It is evident that real data are needed to train and re-train ML models for industrial DTs, which is a 
surprisingly common limiting factor in practice—oftentimes, no suitable datasets are available, and data 
need to be manually collected and annotated. This can be a significant factor in cases where periodic 
re-training is needed [90,92]. Therefore, models that require less data are of particular interest 
[90,93,94]. Moreover, even if data are available, most machines, sensors, actuators, and logistics systems 
capable of collecting these data are not designed with ML in mind. Across most industries, data are not 
immediately available in the desirable numerical format that most ML approaches need, and multiple 
pre-processing steps are necessary—for instance missing value imputation and outlier removal [95], 
aggregation and data type conversions [96], as well as feature harmonisation and resolving naming 
inconsistencies [97]. Importantly, this implies that it is rarely a good idea to train the ML model dir
ectly on raw data, and commonly the pre-processing effort is larger than the effort needed to identify 
and train a suitable learner [98]. The three most common data types in the industries are a) time series, 
which are predominantly obtained from sensors and other embedded devices; b) tabular data, which is 
common in in operations management and logistics, e.g. via a DT of a facility or of a supply chain; c) 
text, which most frequently serves for documentation or is found in specification documents or quality 
management. Since most ML approaches cannot handle mixed data types, data fusion techniques such 
as encoding and embeddings [99] are frequently necessary.

Furthermore, relevant industrial data for DTs are often not collected, curated, and labelled due to 
high cost rather than technical impossibility. Therefore, one should carefully balance the ML compo
nent’s expressive power with the cost of obtaining sufficient industrial data to meet the sample com
plexity requirements to avoid a situation where the DT requires more data than is cost-effective.

Assumptions
In many industrial applications the data-generating process is at least superficially understood and may 
also be backed by physical theories such as sensor profiles, physical measurement principles, or govern
ing laws of the systems under consideration. This implies that an ML approach is advantageous if it 
can include this knowledge in the modelling phase—for instance via a physics loss term. From a data- 
driven perspective, it is noteworthy that typical industrial sensors and equipment pre-process the raw 
data they generate on a low level using the mean over a time window or similar statistics, e.g. a 
Kalman filter [100]. This step is often necessary to limit data quantity, e.g. if sensors measure in split- 
second intervals, but this implicitly imposes a strong assumption: Short-term trends and oscillations in 
the signal might be obfuscated. As such, industrial DTs are typically fed by data streams with already 
reduced information content, which thus makes some prediction/simulation tasks unsolvable. A note
worthy example for this is the (formerly) wide-spread computation of root mean squared intensity of 
vibration signals for monitoring turbines, which may hide or distort unexpected vibrations associated 
with a loss in gearbox efficiency [101]. There is no data-driven solution for overcoming this obstacle 
other than modifying the sensors or equipment. Hence, it is essential that the measurement resolution 
is considered when setting up the ML pipeline—any behaviour of the data-generating process that has 
characteristic time scales substantially shorter than the averaging window length cannot be learned 
accurately. Naturally, this limitation propagates in systems of DTs.

Beyond the limitations of sensors and measurement equipment, it is typical for industrial DTs to 
operate in dynamical settings where many common (implicit) ML assumptions are not satisfied—most 
notably that a) the training set has a similar distribution as the test set; and b) that the labels are cor
rect. Distribution shifts and labelling noise induced by human error/disagreement need to be expected 
in settings where the DTs’ environment can change and novel situations may arise. Reasonable 
approaches to overcome distribution shifts are robust learning techniques [102] and continual learning 
[103], whereas labelling noise can be addressed with robust losses [104] and confidence scores [105]. 
Figure 5 shows a visualisation of the challenging ML tasks associated with industrial DTs.
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Furthermore, real-time capabilities might be needed for the application. Many ML systems cannot 
process data arriving in real-time, whereas some DT systems would even require one to run entire sim
ulations faster than real-time [106]. When real-time processing is needed, the DT should be designed 
according to principles of data stream processing and incremental learning [107], which focus on ML 
approaches that need to operate under time and memory constraints.

Learning objectives
Many novel ML systems behave poorly when deployed in industrial settings. A key reason for this def
icit is underspecification [35], which implies that the loss function has a large number of identical 
(local) minima during training. Without further guidance, a trained ML system will converge to an 
arbitrary minimum due to random initialisation, and it cannot distinguish between the practical suit
ability of various minima in the loss landscape. To direct the ML system towards more industrial value, 
the objective function of an industrial DT should not only be data-driven, but also include further 
components as needed for the domain. For example, a vehicle DT should adhere to the physical laws 
relevant for driving, which can be modelled with a physics loss term in the learning objective. 
Similarly, an industrial need for stable DT performance under different heat conditions can be mod
elled via a loss term that tracks robustness against heat changes. Furthermore, it is essential that the 
training time and cost are at least considered when designing the learning objectives—operational 
necessity may pose hard limits on ML training resources.

Comparison

Although DTs in all three discussed domains have similarities, there are noteworthy differences from 
an ML perspective. The following superficial characterisation serves as guideline for the characteristic 
‘average’ DT in the respective domain:

� Earth science DTs appear like an ideal ‘playground’ for ML due to the abundance of well-behaved 
data. Despite the complexity of the domain, many applications have minimal distribution drifts and 
the classical supervised ML setup is effective as long as spatio-temporal dependencies are considered. 
Uncertainty quantification is mandatory in many cases, limiting the utility of point-wise predictions 
or forecasts. Successful interdisciplinary research requires ML experts to comprehend the intricacies 
of various geo-data formats, the inherent uncertainty of non-observational ground truth, and what 
is physically plausible. Domain experts are encouraged to understand the statistical limitations of 
data-driven inter- and extrapolation, as well as the difficulty of ensuring consistent predictions. 
Compared to healthcare, Earth science DTs are built on much more data, and wider understood 
(geo)physical laws, which facilitates statistical inference but also permits extreme dynamical 

Figure 5. Challenges and solutions of ML for industrial DTs. In each ML phase, industrial DTs typically have specific 
obstacles that need to be overcome with appropriate ML-related mitigation.
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complexities. Industrial DTs are typically also based on fewer data than Earth science DTs, but there 
are more similarities due to the underlying physical and chemical connections.

� Healthcare DTs are difficult to implement with ML due to confounders and limited data. ML should 
leverage the redundancy among features to mitigate spurious correlations with the target variable. 
The loss is asymmetrically biased towards positive detections to maximise screening efficiency and 
minimise chances of undetected health conditions. Interdisciplinary research requires knowledge of 
the inherent legal constraints, ethical dilemmas, and procedural difficulties associated with human 
subjects in experiments. ML researchers need to understand that most data used for DTs have con
founders and available labels high uncertainty. Clinicians should comprehend how easily data quality 
can degrade, and that small studies do not produce sufficient data for ML. Compared to Earth sci
ences and industry DTs, medical DTs are rather different because the underlying system—the 
human body—is usually less understood, and there are no governing laws that could explain out
comes in an ideal setting.

� Industrial DTs are diverse and challenging. ML should not be trained on raw data due to frequent 
contamination. Distribution shifts and label noise are common. External constraints such as cost 
and physical requirements may outweigh detection accuracy, giving preference to approaches with 
weaker predictive power but higher resource efficiency and physical plausibility. To enable inter
disciplinary research, ML experts must comprehend the operational limitations with respect to data 
collection, computing resources, response times and similar. Domain experts are recommended to 
tolerate certain enineering inaccuracies in the modelling phase, and to provide substantial assistance 
in data pre-processing. A core unique property of industrial DTs is that cost is a driving factor, 
which can be less restrictive in Earth sciences or healthcare DTs—although cost is always relevant, 
industrial DTs are often specifically designed to minimise cost.

A side-by-side comparison of the domains is depicted in Table 1, which also summarises the main 
points of our study of ML for DTs in these domains.

Interdisciplinary review

Since ML and DTs are both rapidly growing fields, there are constant changes and improvements to 
the used technology. In this section, we review recently published papers to capture contemporary 
developments at the intersection of DTs and ML. The insights obtained from this reveiw are later used 
as basis for the formal definitions we introduce later in the theoretical section.

Methodology

Database and query
Scopus and Google Scholar are selected as paper databases. We query for the terms digital twin and 
machine learning, which must occur anywhere within the publication. Note that, due to mixed termino
logy, alternative terms such as digitisation, automation, as well as data mining, artificial intelligence and 
autonomous systems are not uncommon in the literature. However, since the citations within most 
papers also use mixed terminology, our query is sufficient to identify the most relevant literature.

Selection criteria
We define several inclusion and exclusion criteria for papers. A publication must be recent, which we 
consider satisfied for all publications in the years 2025–2026. We only include primary research articles 
and exclude reviews, surveys, and position papers. Content-wise, a paper must describe any application 
of ML techniques in any DT-related task. Papers that predominantly focus on the development of novel 
ML techniques or ML-related innovation are excluded if they do not include a real DT application, 
study, or use case, or only speculate about future applied usage. Similarly, papers are also excluded if 
they focus on DTs and only mention ML techniques but do not apply any statistical procedure, learn
ing algorithm, or other data-driven technique. We include publications in English and exclude publica
tions in other languages. Finally, we exclude any publication whose full-text is not available in either 
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open access or under a standard research institutional subscription for the publishers Elsevier, Springer 
Nature, John Wiley & Sons, Taylor & Francis, Oxford/Cambridge University Press, IEEE, and ACM.

Domain
For each article, we categorise its domain based on the described DT use case or concept. We include 
the categories Earth Sciences and Healthcare as defined in the previous section. Due to its diversity, 
Industry is split into the following more specific categories: Manufacturing, Construction, Energy, and 
Aviation. Corner cases, such as a paper describing battery technology for aircraft, are categorised based 
on the predominant categories of the journal (or conference) where they were published.

Deployment conditions
For each ML-driven DT use case, we observe the solution’s designated speed and computing infrastruc
ture conditions: We distinguish between a) (near) real-time systems, which permit a productive inter
action with the DT under working conditions, and b) offline systems, where there is a notable delay 
between computation and an update of the DT. Similarly, we distinguish between ML-driven DT solu
tions that i) are suitable under restrictions on computation power such as edge devices or which permit 
an integration of cloud computing, or ii) are not suitable in such settings and only provide generic or 
unclear consideration of the available computing infrastructure.

Objective
We analyse the purpose of each ML-driven DT to observe common deployment objectives across 
domains, applications and technologies.

Table 1. High-level description of typical properties of DTs in the domains.
Earth sciences Healthcare Industry

DT concept High resolution replica of Earth 
or parts of Earth

Personalised replica of individual 
health and organs

Diverse; replica of product, 
machine or facility

Data Large spatio-temporal datasets; 
batch-processing needed; 
clean data with low pre- 
processing effort but implicit 
missing values; numerical 
features

High-dimensional, undersampled 
tabular data; new 
personalised data needed;

Quantity and labels limited due 
to cost; mixed data types; 
high pre-processing effort.

Assumptions Well-behaved processes; smooth, 
light-tailed distributions; 
cyclical behaviour

Many confounders which cause 
spurious correlations; feature 
redundancy facilitates 
modelling and encourages 
dimensionality reduction

Data generating process 
superficially understood; Pre- 
processing limits resolution; 
Distribution shifts and label 
noise are common

Learning objectives (Geo-)physical plausibility 
central; Uncertainty 
quantification mandatory

Asymmetrical losses preferred to 
avoid health risks

Additional loss term as needed 
in domain; cost needs 
consideration

Models Simple models such as Kriging 
popular; physics-informed ML 
recommended

Causal ML mitigates 
confounders; explainable 
‘white-box’ models preferred 
by clinicians

Physics-informed ML or hybrid 
models recommended

Sources of  
diversity

Temporal diversity; different 
ecosystems and Earth system 
components; data originating 
from different organisations 
and collection methods

Equipment variety; biological 
diversity of patients; 
probabilistic nature of 
treatment outcomes

Equipment variety; operational 
constraints; sensor availability; 
safety requirements

Commonalities Healthcare: Inherent uncertainty, 
temporal dynamics Industry: 
Data assimilation strongly 
related to online monitoring, 
physics information

Earth sciences: Inherent 
uncertainty, temporal 
dynamics Industry: Incomplete 
data, missing labels, data 
acquisition costly

Earth sciences: Data assimilation 
strongly related to online 
monitoring, physics 
information Healthcare: 
Incomplete data, missing 
labels, data acquisition costly

Interdiscipl. challenges Large data volume; mixed 
ground truth (observation, 
assimilation, re-analysis)

Human subjects in experiments 
(legal, ethical, procedural); 
pure data-driven methods fail 
due to confounders

High specialisation; operational 
constraints limit feasible ML 
solutions; data not collected 
with ML in mind
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ML types
In each paper, we analyse the applied ML technologies, and denote the primary used ML type. The ML 
types found in the literature are diverse and range from computer vision over reinforcement learning to 
physics-informed machine learning. If a publication uses several ML types, we only report the dominant 
type. We track ML types across all domains, as well as for each domain separately.

ML maturity
We further determine the level of maturity of the observed ML technologies, based on the current 
state-of-the-art in ML. We distinguish the following five levels of maturity:

1. Physical/chemical simulation A domain knowledge-driven simulation or inference is conducted to 
inform the DT, e.g. using differential equations and the Finite Element Method (FEM).

2. Statistical models Data-driven methods based on classical inferential statistics such as ridge regres
sion, variational Bayes, ARIMA, Kalman filters or similar.

3. Established ML models These include wide-spread algorithmic ML methods such as random forest, 
XGBoost, support vector machines, k -NN, as well as genetic algorithms. We also place Multilayer 
perceptron with a single hidden layer and Gaussian process regression in this level.

4. Deep learning Any NN-based method that either uses more that a single hidden layer, or uses 
advanced layer types such as convolution or recurrent. Examples are Autoencoder, CNN, GNN, 
GAN, LSTM, and Transformer.

5. Autonomous AI system ML methods in a system that autonomously sets goals and implements 
suitable actions. Prime examples are Agentic AI and similar systems whose control-flow is driven 
by large language models.

Note that we do not claim that a higher level of maturity implies technical superiority in any sce
nario. Rather, maturity levels are derived from the historical progression of ML research, which argu
ably began with descriptive statistics and now focuses on deep learning and agentic AI.

ML usage
For each publication, we determine whether existing ML techniques are applied ‘off-the-shelf’ or 
whether they are adapted to the DT’s needs. The use of existing techniques with numerical adaptions 
of hyperparameters such as number of clusters, learning rates or similar is considered applied usage. 
Usage of custom loss functions, integration of domain-specific biases or similar is classified as custom
ised usage.

ML failure
Not all applications of ML for DTs are successful. We explicitly include works that report negative 
results for ML-based DTs, and track the proportion of positive to negative results.

Technology transfer
Finally, we analyse whether the selected ML methods are applied in the setting they were designed for. 
Some ML methods are designed for specific data types, distributions or similar, and their behaviour 
beyond these settings is not well studied. For each identified publication, we observe whether or not 
ML techniques are used in an ‘unintended’ way, which may indicate creative solutions for positive 
results or may explain failure for negative results.

Results

The initial query yielded 8,572 documents on Scopus and about 591,000 results in Google Scholar. We 
selected all documents which appeared in both databases. Out of these documents exactly 50 papers 
were found to align with the selection criteria and selected for further study [108–157].

The distribution of the observed DT domains are depicted in Figure 6. Industrial DTs are most com
monly linked with ML technology, with a total of 70% of the screened papers focusing on either 
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manufacturing (34%), energy (24%), or construction (12%) industries. Earth sciences (8%) and health
care (6%) DTs reach a combined total of 14%. Within our sample, 4% of ML-based DTs were observed 
in aviation, which is considerably lower than the partition reported in Tao et al.’s survey [158].

In terms of ML technologies, we observe that tabular learning techniques such as decision trees or 
gradient boosting [159] are most commonly used across domains (40%). In second place are reinforce
ment learning and physics-informed machine learning (PIML) with 12% each. Two papers reported 
incorporating large language models (LLMs) or agentic AI into DTs. Similarly, genetic algorithms, 
causal learning, surrogate models and computer vision were all observed in two or fewer DT applica
tions, making these techniques rare. An overview of these numbers is depicted in Figure 7.

To assess which ML techniques are used in which DT domain, we depict a heatmap in Figure 8. 
Dissecting ML techniques by domain, we observe that tabular learning is not only the most commonly 
used ML-technique in total, but also within the majority of DT domains. Reinforcement learning is 
used predominantly in industrial DTs, whereas PIML is used in DT applications where adherence to 
physical laws is of particular interest such as Earth sciences, manufacturing, construction, and aviation. 
Sequence learning was most common in energy-related DT applications, which is unsurprising since 
the energy industry produces mostly time series data.

Concerning the DT’s main objective/purpose, we observed four primary directions which can be 
associated with domain needs and ML tasks. The most common DT objective was related to either pre
diction or forecasting (44%), in the sense that future states of the DT or predictive inference tasks were 
considered, e.g. predict scrap rates from given production data. Optimisation and control (22%) were 

Figure 6. Distribution of ML-driven DTs by domain. ML-driven DTs were most commonly reported in manufacturing, 
followed by energy-related industries and construction. 12% of the reviewed papers did not fit into any category. For 
example, individual publications addressed ML-driven DTs in sports or agriculture.

Figure 7. Distribution of ML techniques observed for DT applications. The most common global technique is tabular 
learning (40%), showing that tabular data is common in many DT applications.
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also common objectives, and used the ML-based DT to either ensure that that the physical asset 
remains in a desired state, or to improve its state based on the DTs state. The third common DT 
objective was anomaly detection and monitoring (22%), where the DT’s purpose is to identify devia
tions, faults, or other undesirable developments in the physical asset. Four papers reported scenario 
studies and what-if analyses as the DT’s main objective, whereas two papers reported unique objectives 
that fit in no category. An overview of the DT objectives is depicted in Figure 9.

A careful survey of the ML-based DTs permits an assessment of their technical maturity, from an 
ML perspective (see Figure 10). We observed two DTs using LLMs or similar techniques to 
integrate an autonomous (or agentic) AI system (4%). The most common ML maturity level was deep 
learning, with exactly half of the reviewed publications using NNs to inform, control, or improve the 
DT (50%). Established ML models such as random forest were used in 17 DT applications (34%), 
whereas statistical models where reported in three papers (6%). Three further DT papers considered 
ML techniques, e.g. for comparison, but the proposed DT solution was based on a physical model or 
simulation.

Figure 11 shows the observed distributions of ML usage, reported ML failures, and technology trans
fer. The majority of examined publications (62%) applies existing ML techniques either off-the-shelf or 
with minimal modifications (e.g. hyperparameter tuning). The remainder (38%) either adapted existing 
ML techniques in non-trivial ways, or designed a unique ML method which was integrated in the DT. 
Almost all publications reported a successful integration of ML into the DT (90%). Only 10% reported 
that the examined ML approaches were insufficient in some way. It is noteworthy that all of these 
paper instead proposed a DT solution based on a physical or statistical model. Concerning technology 
transfer, 24% of the examined DT publications applied ML in a non-designated way. The most com
mon transfer was to use static, memory-less models such as random forest for sequence learning. 
However, the majority of papers (76%) applied ML in the designated way.

Discussion

After presenting the results of the review in a neutral way, we now discuss trends, potential opportuni
ties and challenges we perceive.

Figure 8. Frequency of ML-techniques per domain. Tabular learning is most common in total, and in most domains it 
is also the most commonly used ML type. One possible explanation is the wide use and availability of tabular data.
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Figure 9. Distribution of observed ML-based DT objectives. Most DTs are used for predicting a future state of the phys
ical asset, or for predicting a quantity of interest conditional on the DTs data.

Figure 10. Observed ML maturity levels in ML-based DTs. Deep learning is wide-spread in DT applications, indicating 
that several ML advancements made in recent years have spread to the DT literature. First works have started experi
menting with autonomous AI systems and AI agents in the context of DTs.

Figure 11. Distribution of ML usage types, reported ML failure, and technology transfer. An application of existing ML 
techniques was more common than a customisation for the DT. Most works reported a successful integration of ML 
into the DT. The majority used ML techniques in the designated way.
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Trends
Deep learning for tabular data was a major focus in ML research a few years ago [160]. This past ML 
trend seems to have proliferated to contemporary DT research, given the large number of matching 
publications. It seems reasonable to speculate that applied fields such as DT research naturally experi
ence a delay to the most recent developments in basic ML research—the transition from theory to prac
tice requires additional effort, and it may be safer to prefer established techniques over experimental 
novelties. It is further noteworthy that we observed no tabular NNs applied in tabular regression/classi
fication tasks, indicating that these novel technologies have not yet arrived in practice.

The distribution of DT domains shows that still most DT applications are industrial. However, we 
believe there are rising trends towards DTs in Earth Sciences and Health care, with programs such as 
Destination Earth [36] and the European Virtual Human Initiative [161] providing substantial funding 
to reinforce these trends. Advancements of DTs in these areas may proliferate to dependent fields such 
as agriculture, where contemporary works [145] indicate multiple opportunities for data-driven solu
tions and ML. Similarly, as human life expectancy is globally rising [162], increasing health-related data 
quantities and heightened interest in ML-driven healthcare DTs can be predicted with reasonable 
certainty.

Technology-wise, it is noteworthy that first DTs are adopting PIML. Given that PIML is a natural, 
data-driven yet physically consistent alternative to classical approaches for dynamical simulation or par
ameter inference, we expect an increasing number of successful DTs based on physics-informed ML. 
Despite the current challenges for PIML research [163], these techniques address a wide spectrum of 
engineering challenges, and are promising candidate for dominating industrial and Earth science DTs 
in the near future.

Opportunities
Generative ML for DTs. It is noteworthy that almost none of the examined DTs were strongly linked 
with established generative ML methods. Only two works reported using transformer-based LLMs [164] 
as generators. In broad terms, NN architectures such as autoencoder, generative adversarial network 
(GAN), or diffusion models, are ML models trained to generate new data such as images, text, or 
numerical data based on a prompt, which may be numeric or verbal. In a DT setting, there are numer
ous promising applications for generative ML:

� Robustness testing—Adversarial generative ML is designed to produce inputs that bring a system in 
an undesirable state. In a DT setting, this enables an indirect study of possible failure modes of both 
the DT and the physical asset, which can, e.g. reduce the costs of testing. testing [165,166].

� Rapid documentation—DTs typically are complex and require accurate documentation for reprodu
cibility and maintenance. Generative ML can rapidly create specification documents and application 
programming interfaces (APIs), which reduces documentation effort [167].

� Visualisation—Productive interaction between humans and DTs often requires effective visualisa
tions [168]. Stable diffusion and similar methods can rapidly produce visualisations of DT compo
nents or what-if scenarios, which facilitates interaction with and communication about DTs.

Besides these main applications, generative ML may also take over specific supporting roles such as 
rapid translation of the DT interface within multi-national corporations, or to identify bugs or security 
weaknesses in existing DT software.

Dedicated sequence ML. Although sequence learning was among the most commonly used ML techni
ques in the examined literature, it is currently still outnumbered by tabular learning for prediction tasks 
even when the underlying DT data streams are sequential, e.g. which is typical in Earth sciences and 
energy-related industries. A possible explanation is the strong performance of tabular methods such as 
XGBoost in recent—mostly finance-oriented—forecasting competitions, where sequence learning techni
ques such as LSTMs or transformers underperformed [169]. However, in other domains sequence ML 
has shown encouraging performance [170], which motivates the idea that DTs may likely benefit from 
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employing such techniques—especially in Earth sciences and energy-industry. DTs naturally generate 
continuous time series, where sequence models can explicitly learn the temporal dependencies which 
are difficult to capture with tabular models. Moreover, as DT research and operation continues, more 
sequential data is collected, which mitigates the high data quantity requirements of many sequence ML 
methods.

Autonomous AI systems. Currently, there is a surge of rapid development in autonomous AI systems, 
where an AI agent triggers actions on its own, across multiple research fields. It is natural to expect 
that this trend will proliferate to DT research, with two works in our survey already reporting a partial 
integration of autonomous AI agents in the DT solution [121,149]. Autonomous AI systems open sev
eral opportunities for DTs, out of which we consider the following two major opportunities:

� Decision Instead of Prediction—Currently, prediction is the most common DT objective. However, 
an autonomous AI empowered DT could take an additional step and decide upon necessary actions 
based on the prediction [171], and even act on it (subject to human oversight).

� Interconnection—Many autonomous AI systems are capable of launching multiple agents simultan
eously. A multi-agent AI system, where each agent controls one DT, has the potential to overcome 
the current difficulties in interconnecting multiple DTs to a system of DTs [172].

Other opportunities for improving DTs with autonomous AI systems include explanations via chat
bots, integration of foundational models for multi-objective DTs, self-learning DTs that continuously 
adapt to changing conditions, and trustworthy [173] DTs by enabling autonomous risk assessment and 
certification.

Open challenges
Despite the large proportion of a successful ML-based DT, we observe four challenges that current 
interdisciplinary research faces.

Challenge 1: single-use solutions. The effort needed to create an ML-based DT is high and specific. 
The reviewed DT solutions do not seem to generalise well, and the idea that promising ML techniques 
can be re-used for several similar DTs is an illusion. Although contemporary DT literature brings forth 
many interesting successful applications, we observe a lack of reflection on alternative ML setups, com
parison with similar DTs, and evaluative reproduction of existing DTs. To overcome this challenge, the 
field is encouraged to more strongly focus on testing and evaluating existing ML-based DTs instead of 
building DTs from scratch when existing work looks promising. Moreover, when proposing a novel 
ML-based DT, it is encouraged to examine its ability to generalise—for example by testing on datasets 
from different domains, adapting DT tasks, as well as conducting parameter sensitivity analyses and 
ablation studies.

Challenge 2: ML irreproducibility. The majority of the DT literature we reviewed omits certain details 
about the selected ML approaches. Many publications mostly focused on the application and its back
ground, while the ML approaches were only briefly described. Critical details such as learning rate, 
weight initialisation strategy, NN layer sizes, selected optimiser, and further hyperparameters are com
monly not mentioned, which makes it difficult to reproduce the ML part of the DT. Pure ML literature 
typically provides such details in an appendix, but this information is mostly absent in the DT litera
ture. A possible solution to overcome this challenge is to publish the necessary details, and make the 
used software components such as source code accessible.

Challenge 3: positivity bias. The low proportion of reported ML failures indicates the field has a pref
erence towards publishing successful ML-based DTs. Such a skew is not unusual and can be found in 
multiple fields including basic ML research. However, due to the high degree of specialisation in DTs, 
a lack of negative results aggravates the low rate of generalisable or re-usable DT solutions. For 
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example, it would be highly interesting to know if a DT of a machine is restricted to a specific produc
tion series, or if a healthcare DT does not work for certain ethnicities. To overcome this challenge, we 
encourage both researchers and journals to actively publish negative or inconclusive results and docu
ment specific boundary conditions and limitations of their ML-based DTs.

Challenge 4: lack of specialization. Our review indicates that 62% of ML-based DTs apply existing 
ML methods with only minimal adaption. Due to the highly specific nature of most DTs, we believe 
there is currently much unused potential for improvement. A highly customised ML-based DT may 
provide better characterisations of the physical asset and may extract more useful patterns from the 
available data, e.g. with a specialised physically plausible ML objective describing the DTs control error. 
A push for synergetic DT solutions may yield higher accuracy, but also makes generalisation more diffi
cult. As such, this challenge is particularly difficult to overcome, yet pioneer solutions exist, e.g. [139], 
which in a next step could be studied for generalisation.

Theoretical definition of DTs

There have been substantial efforts to define DTs and DT systems in various domains. Here, we give a 
theoretical, ML-centric definition of DTs to serve as foundation for general theoretical ML research on 
this topic.

Terminology and notation

For the most basic terms, we rely on the international standard [174], which provides the following def
initions: an entity is a ‘thing (physical or non-physical) having a distinct existence’; a physical entity is 
an ‘entity in the physical world that can be the subject of sensing and/or actuating’; a digital entity is a 
‘computational element comprising data elements and procedural elements’. In the context of DTs, 
there are two relevant entities: A physical entity which we refer to as physical twin (PT), and a digital 
entity which we call digital twin (DT). The two different twins—physical and digital—are usually part 
of a so-called DT system which may have additional components, depending on the setting. The stand
ard [174] summarises such a DT system as a ‘system providing functionalities for the digital twin com
posed of inter-operating target entities, digital entities, data connections, and models, data and 
interfaces involved in the data connection process’. In a DT system, the exchange of information is bi- 
directional. Since the DT operates with data, we refer to the flow of information from PT to DT and 
the related technologies as data layer. The opposite flow of information from DT to PT is called infor
mation backflow.

Without loss of generality, we restrict ourselves to vectors (denoted by lower case letters such as a) 
and use matrices (denoted by upper case letters, e.g. A) only if notationally convenient. If any of these 
symbols is succeeded by round brackets, this denotes a function of the respective dimension, e.g. Að�Þ
denotes a matrix-valued function. Calligraphic letters, e.g. A; denote sets. We index the elements of a 
vector with integers, e.g. a ¼ ½a1, :::, am�: The symbol d, as in da represents the total derivative. We use 
b as a placeholder symbol for additional parameters of a function that are not further specified, e.g. 
aðt, bÞ denotes a vector-valued function of t (time) and possible other parameters, depending on the 
context. The symbol t denotes a specific point in time; in the context of digital information processing, 
we indicate the discrete nature of time by an integer subscript k, as in tk: Functions of time are not 
always explicitly denoted as such when it is clear from the context, e.g. we may abbreviate aðtÞ with a 
to avoid excessive notation.

Mathematical foundation: states, sensors, and control signals

We construct the mathematical formulation of DTs and DT systems based on several aspects derived 
from a physical point of view. A widely valid and practically relevant fundamental assumption is that 
the PT is in a state denoted by z 2 Rd; which evolves over time and can therefore be modelled as a 
continuous-time dynamical system1, i.e. zðtÞ with t 2 R:
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The rate of change of this state, expressed mathematically as dz=dt or just _z; is influenced by various 
internal and external driving forces. On the one hand, these forces arise from fundamental physical 
principles, such as the laws of motion or conservation laws, and govern the intrinsic physical behaviour 
of the PT. Mathematically, these principles are expressed in the form of differential and algebraic equa
tions. On the other hand, the state may also be influenced by external forces uðtÞ; which represent con
trol signals applied by an external observer and which may appear as source terms in the differential 
equations. The interaction between the state and its driving forces—both intrinsic and extrinsic—can 
be mathematically described by a differential-algebraic equation (DAE) system of the form:

f ðzðtÞ, _zðtÞ, uðtÞ, gðtÞ; bÞ ¼ 0, (1) 

where f is a vector-valued function that encodes the relationship between the system’s state and its driv
ing forces.

Since it is generally not feasible—or even desirable—to capture all environmental noise effects within 
the state z, we explicitly include these noise effects as an additional driving force gðtÞ in equation (1) to 
account for such (potentially time-varying) uncertainties and stochastic influences in the process. 
Additionally, b denotes physical system parameters—quantities that remain constant with respect to the 
system’s state but characterise inherent properties of the PT, such as material constants, diffusion coef
ficients, and similar physical attributes. We further note that the DAE in (1) will usually be non-linear 
and not sparse, impeding the application of many analysis techniques which primarily focus on linear 
or sparse dynamical systems [48], and calling for the development of new mathematical theory [175].

We proceed by arguing that the flow of information from the PT to the DT, i.e. the data generation 
process, can be modelled as a raw signal—broadly speaking, obtained through observations, such as 
those provided by sensors:

~xðtkÞ ¼ gð1ÞðzðtkÞ, uðtkÞ, gðtkÞÞ (2) 

at discrete time points tk; with k 2 N; reflecting the fact that in realistic scenarios the raw signal is 
available only at specific, discrete measurement times tk 2 T ¼ ft1, :::, tng due to finite sampling rates. 
Here, gð1Þ is a vector-valued function with m elements that maps the PT’s state—again incorporating 
environmental noise g—to the raw observed signal ~x: Note that g is present in (1) and (2), highlighting 
that the raw signal ~x is doubly influenced by the environment—once via the effect on the PT, and once 
via measurement noise. For all times t not covered by sampling, i.e. for t 62 T ; we define 
gð1ÞðzðtÞ, uðtÞ, gðtÞÞ ¼ @; where @ denotes missing data. In practice, it may also occur that only a subset 
of signal channels ~xi is observed at time tk; while other channels ~xj are missing—e.g. due to sensors 
attached to the PT operating at different sampling frequencies. In this case, using the notation intro
duced so far, we have ~xj ¼ gð1Þj ðzðtkÞ, uðtkÞ, gðtkÞÞ ¼ @

Denoting with ~x the vector function collecting all observations, we assume that the raw signal is 
processed to a mixed-type dataset

X ¼ gð2Þð~xÞ X 2 Xm�n (3) 

where the instance space X is the set of all possible measurements, i.e. the codomain of gð1Þ; in general, 
elements of X can be real-valued, categorical, binary, textual, etc. Hence, the dataset X consists of m 
different measurement channels which have one data point for each time tk 2 T : Since we assume that 
@ 62 X ; this implies that gð2Þ is, or at least contains, an imputation function which replaces missing data 
with reasonable valid data. For simplicity, and abusing notation, we summarise the data generation pro
cess via the operator g and write

X ¼ gðz, u, gÞ (4) 

as a shorthand for

X ¼ gð2Þððgð1ÞðzðtiÞ, uðtiÞ, gðtiÞÞ; ti 2 T ÞÞ: (5) 
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Definitions

The literature attributes numerous different functionalities to DTs, e.g. simulation, control, optimisa
tion, intervention capability. Here, we argue that the union of these tasks defines a DT in a general 
sense. Moreover, this work’s focus on ML motivates us to assume that these tasks are learnable [176]. 
Hence, we define a DT in the following way.

Definition 1. A digital twin is a collection of r 2 N learned2 functions

H ¼ fhð1Þ, :::, hðrÞg
such that hðjÞ : Xm�n � Sj ! Yj 8j 2 f1, :::, rg, (6) 

where Yj is the target space of and where Sj provides side information to the jth learning task. In particu
lar, the function hð1Þ was learned to accurately infer the state zðtÞ of the PT, i.e.

jjzðtkÞ − ẑðtkÞjj < e 8tk 2 T , 8X 2 Xm�n,
where ẑðtkÞ ¼ hð1ÞðX, tkÞ,

(7) 

for some small e > 0:

This states that each function hðjÞ maps from (a subset of) our instance space to a specific target, e.g. 
a binary label or a real-valued number. The function hð1Þ in Definition 1 is central in the sense that it 
ensures that the DT produces a representation of the PT. Note that this representation is not a low- 
dimensional transformation of X as commonly used in the ML-field of representation learning. Instead, 
a DT has a virtual representation, which ‘realistically approximates the geometries, physical properties, 
behaviors, and rules of the physical world’ [158]. Since, by the notation we introduced, z summarises 
these properties and behaviours of the PT, (7) is a key defining equation of at DT.

To complete the bi-directional information flow, (some learnable function of) the estimated state 
ẑðtkÞ needs to be compared against the desired (future) state z?ðtk þ dÞ;with d � 0 and where z? is 
either specified by a controller, e.g. to maintain system stability, or by a human, e.g. to perform an 
intervention. A comparison to a desired future state requires a forecast of how the PT will evolve. This 
forecast can be framed as yet another learning task, which we assume is solved by the learned function 
hð2Þ; i.e.

ẑðtk þ dÞ ¼ hð2ÞðX, ujs, tk, dÞ (8) 

for some hypothetical (future) control signal ujs; s ¼ ½tk; tk þ d�:3 A successful DT will solve this learn
ing problem accurately, at least for some finite horizon d � D; where D may depend on the set of 
observations X.

Finally, there is the task of designing appropriate control signals ujs which either maintain ẑ or 
implement a desired change. Note that there are usually many different suitable ujs; and in concrete 
optimisation tasks there commonly is an additional objective or constraint which guarantees a unique 
solution. For instance, ujs may need to be bounded, or its total variation 

Ð tkþd

tk
j _uðtÞjdt or energy Ð tkþd

tk
ju2ðtÞjdt shall be minimised. Finding such an optimal uðtÞ can be framed as yet another DT learn

ing task, resulting in an (explicit or implicit) function hk:

Combining all terms discussed in this subsection, we define a DT system as follows:

Definition 2. A digital twin system is the tuple ðf , g,H, z?Þ consisting of the PT, observation functions, a 
DT, and desired states. It satisfies the following two properties:

kzðtn þ dÞ − hð2Þ gðz, u, gÞ, ujs¼ tn;tnþd½ �, tn, d
� �

k � e (9a) 

for all U and T and all 0 � d � DðXÞ, and where zðtn þ dÞ is obtained by applying the control signal 
uðtÞ; t 2 ½tn; tn þ d� to f. Second, for every z?ðtn þ dÞ, the DT determines an optimal control signal uðtÞ
such that

kz?ðtn þ dÞ − zðtn þ dÞk � e: (9b) 

In words, a DT system consists of a PT and a DT such that
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� the DT estimates the PT’s current state using the observed data and can estimate its future state for 
arbitrary control signals (Eq. (9a));

� for a desired (future) state of the PT, there is a functionality for inferring control signals that 
achieve this desired state change (Eq. (9b)).

Intuitively, a DT system can be understood as a physical asset equipped with technology to digitise 
its state, and a mechanism for (automatically) adapting the physical asset based on the digital informa
tion. Figure 12 gives an overview of this definition and the surrounding notation.

Domain-agnostic description of DT components

This section describes all phases of the cyclical flow of information associated with DTs from an ML 
viewpoint—data layer, intelligence layer, information backflow, and physical and external requirements. 
No particular application is assumed, and concepts are described in a general domain-agnostic way. An 
overview is depicted in Figure 13.

Data layer

In this section, we describe the flow of information from PT to DT. The data collected from the PT 
must be transmitted, stored, and pre-processed before most ML systems can handle them. However, 
specific ML tasks also need to be solved at this stage, and the limits of computing must be considered.

Data acquisition and synchronization
To enable a data flow from PT to DT, it is necessary to measure and digitise information about the 
PT’s current state zðtÞ: In many DT systems, this is achieved by equipping the PT with sensing technol
ogy [177] such as sensors, transmitters, and instruments, which results in a data stream. Formally, this 
data stream gð1Þ maps zðtÞ and uðtÞ to a raw data signal ~xðtÞ—note that in many cases, uðtÞ is simply 
mapped through an identity function to preserve it for later analysis (cf. [178]). However, in realistic 
settings we cannot expect that z is fully measurable. For example, in wind turbine gears, it is not feas
ible to directly measure the gear’s torque. Instead, it is widespread to use strain gauges to indirectly 
measure a signal which can be mapped to the torque via virtual sensing [179,180]. In many cases, these 
virtual sensors are learned functions, hence part of the DT—in cases where virtual sensors are obtained 

Figure 12. Formalised description of a DT system and its components. There is a cyclical flow of information, with data 
flowing from PT to DT, and control information flowing from DT to PT. The PT’s state z is indirectly observed in the 
raw signal obtained from sensing technology and stored in a database. The raw signal is then pre-processed and 
passed to the DT to estimate ẑ (since z is not directly measurable) and potentially to estimate other quantities of inter
est. Depending on the setting, the estimated state ẑ is passed to a human or a controller. If intended, a human may 
update the desired state z? and the controller then infers control signals to bring (or keep) the PT in this state. 
Alternatively, a human may also manually adapt the PT in some settings.
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from first-principles considerations, within the context of our work they can be included in the formu
lation of gð1Þ:

In data streams, data may also arrive in batches, which can be obtained from a range of information 
management systems, such as customer relationship management platforms, electronic health records, 
or manually maintained registries. While batched data typically reflects historical or aggregated infor
mation about zðt − dÞ for d � 0; it often also lacks precise synchronisation, i.e. it is not clear if we 
should associate ~xðtÞ with zðtÞ; or zðt6dÞ: Data synchronisation for digital twins is an often overlooked 
problem that is insufficiently discussed in many DT papers:

Example 1 (Building Management Systems). In [181], the authors collected heterogeneous data (tem
perature, humidity, motion, CO levels, equipment vibration, and others) using a wireless sensor network 
deployed inside a building. In the paper, data were used to synchronise the building and its digital repre
sentation, enabling real-time monitoring and the deployment of ML-based services such as predictive 
maintenance, anomaly detection, and asset usage optimisation. While the system effectively demonstrates 
the integration of streaming sensor data into a digital twin framework, it provides limited detail on how 
these data streams are temporally aligned with other heterogeneous sources.

Example 2 (Human-robot Interaction). Lv et al. developed in [182] a DT supporting collaborative 
human–robot assembly using data streams from RGB-D cameras, point clouds, and motion tracking sys
tems. These data streams enable the synchronisation between the physical and virtual workspaces, provid
ing real-time adaptation of the behaviour of the robot through ML-based robot-control policies based on 
deep reinforcement learning. Although the system effectively demonstrates effective PT-DT coordination, 
the description of how sensor inputs are temporally integrated is limited.

Example 3 (Drilling Operations). In [183], Brackel et al. presented a DT for drilling operations, where 
real-time sensor data from both surface and downhole equipment were collected using industrial protocols 
such as OPC UA and ModbusTCP. The data was used to (i) align the DT with the physical rig, and (ii) 
to enable ML-based functions such as performance optimisation and fault detection. While the paper 
addresses integration with heterogeneous devices, it does not detail how streaming and static data sources 
are coordinated over time.

One strategy to successfully address the synchronisation problem in data acquisition is the Flooding 
Time Synchronisation Protocol (FTSP), or extensions thereof [184]. In simple terms, a key aspect of 
FTSP is a single designated node which broadcasts synchronisation messages that are flooded through 
the sensing technology. However, the synchronisation problem of coordinating the data streams of mul
tiple digital twins is still an active research area [185].

Data cleansing
Realistic ~x are often considered ‘dirty’ and are not suitable for most ML approaches [95,186]. This low
ered data quality often arises because the data acquisition has functional limitations such as power and 
memory constraints, communication failures, measurement noise, and errors [187]. Additional causes 
are (harsh) environmental conditions of the PT [188] which may cause sensors to degrade, or limited 
spatial or temporal coverage by the measurements [189]. The interval at which individual sensors, 
actuators, etc. perform can differ, so the act of sampling the continuous-time state process zðtÞ may 

Figure 13. Data-related components of DT system.
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lose information via time-discretization. Furthermore, sampling may be event-based, hence non-equi
distant, and different measurement channels may be temporally misaligned. Moreover, even if all chan
nels are synchronised at some tk; there might be a small drift or delay in one of the sensors which 
accumulates over time, requiring new synchronisation in the future.

This can lead to an unfortunate situation such as the following:

~xðt1Þ, ~xðt2Þ, ~xðt3Þ, ~xðt4Þ, :::
� �

¼

x1ðt1Þ @ @ x1ðt4Þ :::

x2ðt1Þ x2ðt2Þ @ x2ðt4Þ :::

@ x3ðt2Þ x3ðt3Þ @ :::

x4ðt1Þ @ x4ðt3Þ x4ðt4Þ :::

@ x5ðt2Þ @ x5ðt4Þ :::

2

6
6
6
6
4

3

7
7
7
7
5

, 

where one only rarely observes all signal channels simultaneously. Missing data @ or incorrect data 
[190] can bias analysis and cause failure in many ML systems [191]. Although there exist robust ML 
techniques which can produce reliable results despite the presence of missing or incorrect data, e.g. 
[192], it is preferable to work with a clean dataset since this permits the use of methods which have 
higher statistical efficiency (cf. [193]). Hence, in DT systems, it is necessary to pre-process the raw sig
nals with data cleansing methods to obtain a high-quality dataset on which ML techniques can be 
performed.

Missing data. In the literature, missing values are commonly described as an obstacle to developing 
DTs [194,195]. One of the main problems is that in several applications, (implicitly) missing data are 
naturally part of the modelling task and cannot be avoided, for example in Earth sciences. This necessi
tates the use of imputation, interpolation, or simulation to obtain a high-quality dataset X. There are 
many ML techniques for imputing missing data, and it was recently shown that several of these techni
ques offer only minimal gain over conventional heuristic imputation methods for simple imputation 
tasks or small datasets [196]. However, in the context of DT systems, there are two areas where ML 
provides substantial improvements. The first area is super-resolution, where neural networks offer an 
elegant imputation approach. The underlying learning task for super-resolution is the following: Given 
partially observed (or sparse) input ~x; learn the maps gð2Þ and hð1Þ s.t. hð1Þðgð2Þð~xÞÞ � ẑ; where ẑ is the 
output of a physical model. Each of these maps can be learned by a suitable neural network, which was 
demonstrated in [197], where a convolutional neural network with an attention module and a localisa
tion guided augmentation model were used. The second main area where ML can be effectively lever
aged is to handle irregular or non-equidistant sampling in ~x; i.e. the difference tk − tk−1 is not constant 
for all k, or at least for some channels. Traditionally, this issue was approached with compressed sens
ing or (physical) differential equations, yet recently, it was demonstrated that neural differential equa
tions [198] can be extended to irregularly sampled data [199], thus providing an efficient data-driven 
approach. Here, the task is to learn a map from ~x to a so-called path, which is a natural cubic spline 
with knots at the observed times tk; and then to map from the path to state z. Essentially, this is a 
refined interpolation approach which is directly integrated into a neural approximation of a differential 
equation.

Data contamination and robustness. Besides missing data, it is also not uncommon in DT systems 
that at specific times tk; we observe ~xðtkÞ but some ~xjðtkÞ are filled with incorrect values, e.g. due to 
noise or faults in the measurement devices [95]. Such data contamination can be more problematic 
than missing data, because it is difficult to detect [190] and can bias analysis/simulation results [200]. 
Directly removing data contamination is especially challenging in many DT systems due to the tem
poral dependencies between ~xðtkÞ and ~xðtkþaÞ, a 2 N: These temporal dependencies can cause data con
tamination to appear in a sequence S ¼ ½~xðtkÞ, :::, ~xðtkþaÞ� where each s 2 S might seem like a normal 
measurement but when viewed collectively, S is deviating [201]. Although many ML methods have 
been proposed for detecting such S, many are not reliable [202,203]. The development of robust DT 
techniques seems to be a promising research direction to finding and removing data contamination 
[204]. From the ML perspective, the idea is to use (potentially) contaminated data ~x rather than clean 
data X as input to map H or as training data to learn H: Clearly, it is not sufficient to use conventional 
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techniques to learn H from ~x because contamination breaks typical (stochastic) assumptions. Robust 
neural networks [205], which abstain from making a prediction in difficult regions, are a suitable alter
native for some settings, but research is ongoing. Recently, a robust DT system for power grids [206] 
was constructed using federated learning.

Data management
Data management can be essential for ML to permit efficiency in training and operation. In the context 
of DTs, an ML system uses observed data X to predict, monitor, optimise, and simulate physical sys
tems f—via functions H learned from data. Data are acquired, stored, curated, prepared, and then ana
lysed. These phases of the data science pipeline can directly impact the quality of the data used by DTs, 
and thus their overall performance [207]. Each stage of the pipeline requires the application of special
ised data management techniques to preserve the integrity, consistency, and utility of the processed 
data, thereby mitigating negative effects on the performance of DTs.

Data storage. There are different challenges related to data storage infrastructures that support ML for 
DTs. In cases where DTs use real-time data to provide predictions, real-time data ingestion is a relevant 
topic. Other scenarios like the ones on which DTs are supplied by large volumes of batched data 
require scalability and long-term data preservation. In both scenarios (data streams and batched data), 
fault tolerance is also a significant challenge to address. Different studies have proposed different solu
tions to tackle the above mentioned challenges. In [208], a communication architecture for DTs is pre
sented in the context of transportation based on Apache Kafka. The author demonstrates that Kafka 
enables the development of architectures that provide high availability, high throughput and low-latency 
real-time data ingestion. Jedermann et al. demonstrated in [209], that Apache Kafka can be combined 
with IoT protocols such as MQTT to supply live data efficiently to a pipeline that includes a DT to 
monitor fruits during sea transportation, and an InfluxDB for long-term retention and historical data 
analysis. Long-term data preservation is a requirement in domains such as environmental monitoring 
and smart grids, where historical data is required for model training, historical analysis, and regulatory 
compliance. Eshaghi et al. [210] discuss how cloud storage services, SQL and NoSQL on-premise data
bases can fulfil the storage requirements of DTs applied to environmental monitoring. These technolo
gies can be combined in hybrid infrastructures to provide real-time analytics and historical forecasts. In 
[211], Mchirgui et al. review the role and implementation challenges of DTs in the smart grid domain. 
Among other things, the authors emphasise the need for scalable cloud/edge storage architectures to 
provide data to DTs that handle large volumes of data.

Extraction, transformation and loading (ETL). DTs operate with a wide variety of heterogeneous data. 
The effectiveness of a DT depends on its ability to integrate and process this dissimilar information. In 
this context, ETL workflows emerge as a fundamental component for preparing and unifying these 
data, making them suitable for consistent use within the DT ecosystem. In [212], Yan et al. presented a 
common data environment to facilitate data management in DTs for smart cities. Their approach 
stresses the need for a robust ‘data pipeline’ that enables ETL processes of heterogeneous data types 
(building information modelling, geographic information systems, IoT sensors, drone data, etc.). Also, 
the paper discusses some of the main challenges of ETL processes in DTs: 1) lack of interoperability 
between data from different sources and actors, and 2) the need to resolve syntactic and semantic het
erogeneity to ensure data consistency and quality. De Conto et al. [213] introduced ‘FunctionþData 
Flow’ (FDF), a domain-specific language devised to simplify the development of artificial intelligence 
pipelines in the domain of DTs. FDF can handle hybrid data by combining information from physics- 
based models (e.g. data from finite element simulations) with sensor measurements. Although FDF 
does not focus on conventional ETL processes, its relevance lies in the effective orchestration and 
manipulation of ML functions and models in a manner analogous to traditional ETL processes. This 
characteristic of FDF facilitates the data preparation for use in highly complex DTs. Merino et al. 
addressed in [214] the challenges inherent to data integration for DTs in the specific domain of con
struction. The article highlights that the application of ETL in the architecture, engineering and 
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construction domain, presents particular difficulties due to the natural segregation and isolation of data 
in silos composed by domain-specific systems such as Building Automation Systems, and document 
databases. To mitigate this fragmentation, the authors propose a method based on the implementation 
of federated data models and ontologies. This architecture, based on the use of data lakes, facilitates the 
ingestion of information from multiple sources through independent ETL processes, thus standardising 
the integration of complex and heterogeneous data for a unified representation in the DTs. Overall, we 
observe that suitable protocols, tools, and services are readily available for enabling data management 
for ML in the context of DTs. This availability has spread over the last years, which partially explains 
the surge in research on ML-based DTs.

H—intelligence/simulation layer

In this section, we describe the DT in more detail. An overview is given in Figure 14. Several aspects 
are relevant to describing the DT’s functionalities—essentially, per Definition 1 it is a list of functions 
H where at least one function provides an estimate ẑðtÞ of the current state of the PT. Stemming from 
the PT, it is further relevant to equip the DT with the capability of modelling physical phenomena not 
just in the sense that errors are minimised, but that the DT also adheres to laws of nature, and permits 
causal modelling.

Forecasting and simulation
Forecasting a future state zðt þ dÞ of the PT is relevant in many DT applications. Indeed, if one knows 
that some forecast ẑðt þ dÞ is close to the true zðt þ dÞ; one can leverage this information to enhance 
decision-making [10,215] and implement predictive maintenance for the PT [216]. From a technical 
perspective, we can obtain a forecast that improves upon a random guess (in expectation) if and only if 
data X contain measurable temporal dependencies, i.e. for some ti, tj 2 T we have

PðXðtiÞjXðtjÞÞ 6¼ PðXðtiÞÞPðXðtjÞÞ:

This requirement is typically fulfilled, e.g. due to a predictable trend in X, but also many stationary 
processes can be considered—for example Markov chains. Furthermore, this requirement is fulfilled for 
many control problems, as the control signal uðtÞ may be explicitly included in X as per eq. (2). In a 
viable setting with such dependencies, we can obtain forecasts by learning a dedicated function hð2Þ;

ẑðtk þ dÞ ¼ hð2ÞðX, ujs, tk, dÞ, (10) 

which shall be close to the true zðt þ dÞ for all control signals U and for d within a maximal forecasting 
horizon D; cf. Definition 2

The ML task of forecasting allows us to draw a logical link to simulation: Let us consider the phys
ical perspective where the development of z is described by a DAE system (1). If f, zðtÞ; t, gðtÞ and b 

are known, we can use knowledge about the control signal ujs; s ¼ ½t; t þ d� and solve (1) to obtain 
exact states zðt þ dÞ in the future of t. In the more realistic setting where only the control signal ujs; an 

Figure 14. Intelligence and simulation components of DT system.
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approximation b̂ of the DAE parameters, and an estimate ẑðtÞ of the current state are known, the solu
tion of (1) using, e.g. Euler’s method [217], yields an approximation ẑðt þ dÞ of the future state. 
Essentially, this approach is the numeric counterpart of data-driven forecasting ẑðt þ dÞ using via the 
learned function hð2Þ:

If measurement and data processing are well understood, i.e. gð1Þ and gð2Þ are available, then fore
casting techniques can also be used for simulation of What-If scenarios. Suppose we are interested in 
the consequences of bringing the PT in a specific state. For example, it could be of interest if a con
structed bridge can bear several heavy trucks while exposed to strong lateral wind. If the hypothetical 
initial state of this scenario ~zðtÞ is known, we can leverage the DT’s forecasting capability to simulate 
this scenario. More explicitly, rather than using first-principles simulations of f starting from the hypo
thetical initial state ~zðtÞ and the scenario-defining input ujs—which requires knowledge of the system’s 
DAEs f—one can rather use knowledge of g to map the hypothetical initial state ~Z ðtÞ to some hypo
thetical observations ~x: Then, the forecasting function (10) can be used on ~x and ujs to simulate the 
scenario in the sense of obtaining an estimate of zðt þ dÞ:

There are numerous techniques that could—in principle—be used as components of hð2Þ since X is a 
batch from a data stream and hence closely related to time series. These techniques include classical 
statistical models such as (variants of) ARIMA and exponential smoothing [218], as well as ML-based 
techniques such as gradient boosting machines [219] and deepAR [220]. However, the concrete choice 
for hð2Þ is not arbitrary and should be harmonised with the DT system’s properties. Indeed, unlike typ
ical forecasting tasks, DT systems are often governed by complex physical equations that make purely 
data-driven forecasting non-trivial. Hence, while black-box ML techniques such as deepAR can achieve 
strong performance on benchmark datasets, they may be insufficient for forecasting the behaviour of 
DT systems and produce forecasts that violate governing equations [221]. To address this issue, one 
must either couple these black-box techniques with numerical models following the DT system’s gov
erning equations, or incorporate these equations during the design and training of ML models such 
as hð2Þ:

Methods for learning/including governing laws
The literature offers a wide array of approaches that, in contrast to purely data-driven models, aim to 
incorporate prior knowledge into the design and training of ML models. Collectively referred to as 
knowledge-guided [222], theory-inspired [223], or physics-informed ML (PIML), these methods can be 
broadly categorised into three complementary strategies for embedding prior knowledge into learning 
algorithms [29]: observational bias, inductive bias, and learning bias. These categories are not mutually 
exclusive and can often be employed in combination within a single application to enhance model 
fidelity, generalisability, and consistency with governing equations.

First, the observational bias is addressed through the use of specific data and targeted data transfor
mations that bring the data into a representation more closely aligned with the underlying laws. Often 
serving as the first guiding principle in the design of a DT, a suitable data representation influences 
every subsequent step—including the structure of the ML model and the way first principles are incor
porated via the training data. These transformations are effectively realised through the data preprocess
ing function gð2Þ in (3). They can be employed, for instance, to account for symmetries or invariances 
reflected in the PT ([224], Chapter 3), [225]. As a concrete example, raw sensor data obtained in a radi
ally symmetric setting may benefit from a coordinate transformation—e.g. from Cartesian to cylindrical 
or spherical coordinates—that enables a mathematical simplification of the system. This can be advan
tageous for using reduced-order models [226,227] or for simplifying the learning task itself [228]. A 
relevant example of physically-informed data preprocessing is nondimensionalization [229], which typ
ically simplifies problems by expressing physical quantities in terms of characteristic scales. This not 
only reduces the number of free parameters but also highlights the dominant physical effects. 
Furthermore, nondimensionalization helps recover characteristic time and length scales or resonance 
frequencies, and yields a system representation that is more naturally aligned with the mathematical 
structure of governing differential equations.
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Second, the inductive bias is introduced through the deliberate choice of ML models and architec
tures that inherently encode the laws governing the PT. This bias can manifest at various levels—from 
high-level decisions such as the selection of a particular ML model for the task at hand, to more granu
lar choices like the design of the network architecture or the use of specific activation functions. An 
important example involves the conservation of physical quantities, expressed in simplified form as 
P

i zi ¼ C: A straightforward way to enforce this conservation law is through the use of a softmax 
layer. When the outputs of a model are passed through a softmax function and scaled by the conserved 
quantity C, the result is: C �

P
i rðzÞi ¼ C; where ri denotes the softmax activation of the i-th output 

neuron, and z is the pre-activation input vector. This construction ensures that the sum of the outputs 
remains conserved, regardless of the specific values predicted [230]. Importantly, inductive bias pro
vides a robust mechanism for embedding governing laws directly into the ML model. Once integrated, 
its effect is independent of the training data distribution or learning procedure—it is inherently 
encoded in the model’s structure and therefore consistently enforced. Further examples of inductive 
bias include Lagrangian [231] and Hamiltonian neural networks [232], which embed conservation prin
ciples such as energy or momentum into the model dynamics, as well as equivariant networks, e.g. 
[233] and other physics-informed architectures [234–236].

Third, the learning bias—the encoding of governing laws directly into the training objective—has 
gained significant attention in deep learning, largely due to the availability of efficient training algo
rithms that allow neural networks to optimise complex loss functions. Arguably the most prominent 
example of learning bias in PIML is the class of physics-informed neural networks, or short PINNs 
[237]. PINNs have demonstrated remarkable flexibility and effectiveness in directly incorporating gov
erning differential equations into the loss function of a neural network. Leveraging automatic differenti
ation, PINNs include a term in the loss function that penalises candidate solutions violating the PT’s 
governing function f as defined in (1). This term, when minimised along with data-driven losses and 
boundary or initial conditions, encourages the network to learn solutions that conform to the behaviour 
prescribed by f. Furthermore, the PINN framework also allows certain parameters of f—such as the sys
tem parameters b—to be treated as trainable variables. These parameters can thus be inferred directly 
from the data during the learning process, making PINNs particularly well-suited for solving inverse 
problems, where unknown physical quantities must be estimated from observed system behaviour 
[238,239]. Despite the fact that PINNs have been shown to suffer from severe training instabilities, cf. 
[240–243], they have been successfully applied across a wide range of scientific and engineering disci
plines [244–246].

Causal considerations
The initial insight stemming from the causal perspective concerns (2). This formula reflects the process 
of observing the PT via gð1Þ; an act that is inherently destructive. Among other things, the cause-effect 
relation loses the direction and can only be observed as correlation. The task of causal discovery aims 
to reconstruct the causal structure from observation, with a wide array of methods being proposed 
[247]. Many of these methods rely on strong assumptions, for example, additive noise models assume 
that gð1ÞðzðtkÞ, uðtkÞ, gðtkÞÞ ¼ gð1ÞðzðtkÞ, uðtkÞÞ þ gðtkÞ:

Causal modelling is the task to collect existing causal knowledge, for example the laws f governing 
the PT. Depending on the available information, two levels of abstraction are suitable for causal model
ling. 1) Structural causal models [248] provide structural equations for all endogenous variables that 
also model the influence of exogenous noise variables. These equations represent the causal mechanism, 
but are elusive if the mechanisms are not available or fully understood. 2) If only the causal variables 
and their causal relations, i.e. the causal structure, is known, causal diagrams [249] are a suitable mod
elling choice. Conceptually, such causal diagrams are directed acyclic graphs (DAGs). This representa
tion allows for understanding bias and has implications on ML as implementation of the DT.

A mechanistic/physical model of the DT arguably requires much knowledge about the PT. At the 
other end of the spectrum a purely data-driven, statistical model does not require domain knowledge 
about PTs to provide predictions, but commonly assumes that data are independent and identically dis
tributed (IID) and that no shifts in distribution are expected. One can argue that this assumption is 
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not realistic in a DT system. On the one hand, the IID assumption is often violated due to the fact that 
the observations X are almost always (temporally dependent) data streams. Further, in (9a), uðtnÞ repre
sents a control signal that is often based on the output (e.g. prediction) of the DT. Causally speaking, 
this constitutes an intervention, which may—in addition to introducing a dependency between zðtnÞ

and zðtn−1Þ—change the distribution of X. This informs us that for modelling the DT, traditional ML 
models that rely on the IID assumption are not suitable to conduct ‘What-If’ analyses, or introduce an 
unwanted bias. Instead, ML models should be informed and constrained by the available causal know
ledge to avoid bias and establish the desired generalisation abilities.

One noteworthy approach of causal models inspired by additive noise models refers to the measure
ment noise during observation. In half-sibling regression [250], the aim is to denoise the observed sig
nal X and remove the influence of an unobserved confounder, e.g. as represented by gðtÞ: This requires 
one of the m measurement channels to be directly influenced by the state of the PT of interest, which 
is only available under the influence of noise stemming from an unobserved confounder. This con
founder also affects other measurement channels. A regression of the other measurement channels on 
the target channel helps to reduce the noise and provide an improved estimate of the state of PT.

Apart from informing the modelling of ML for DTs, causality also helps in addressing communica
tion bottlenecks by tailoring the representation to align with semantics of the domain. In [251] they 
propose a causally informed communication based on imitation learning, aiming for semantic 
communication.

DT systems also pose unique challenges for causal modelling. Modelling the interaction between the 
PT and the DT is not possible with traditional methods, such as structural causal models or DAGs, as 
the closed loop between PT and DT constitutes a cycle. Hence, methods that relax causal models for 
cyclic relationships are required, with promising works already being proposed [252].

Information backflow

Even with all its predictive capabilities, a DT has little purpose of its own. To benefit from a DT, the 
information about the PT stored in the DT must be used to assess or adapt the PT. In the following, 
we discuss control mechanisms to reach desired states, interventions to discover latent system variables, 
and how to present the information in the DT to enable a human to specify a reasonable desired state 
z?: An overview is visible in Figure 15.

Human control vs. direct control
According to the now classical interpretation of Michael Grieves and John Vicker [253], a DT system is 
primarily used to make information about the PT accessible without needing a human in the PT’s 
immediate proximity, thus enabling remote decision making. Another interpretation is that of a 
coupled DT system [86], where DT and PT mirror each other’s actions, and where the DT can directly 
control the PT when needed or desirable [178]. Although these two interpretations seem conceptually 
different, we now demonstrate that—through the lens of ML—these two interpretations of human- 

Figure 15. Human and control components of DT system.
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centered information presentation and automatic control are intrinsically linked, representing comple
mentary perspectives of the same underlying concept.

Suppose we have a DT whose functions hð1Þ, hð2Þ give reasonable approximations of the PT’s current 
and future states zðtÞ and zðt þ dÞ for d > 0: Regardless of whether a human or the DT should control 
the PT, either has to provide a suitable control signal uðtÞ to guide the PT into the desired state z?ðt þ
dÞ: Since the current state zðtÞ is not fully observable or directly measurable, both will have to instead 
base their control signal on an estimate ẑðtÞ: In any case, the relationship how uðtÞ influences the state 
zðtÞ—which is explicit in the DAE (1)—must be understood to find a control signal that causes zðtÞ to 
change towards z?ðt þ dÞ:

One can summarise this need in a function v that maps the current state estimate ẑðtÞ and the 
desired future state z?ðt þ dÞ to a function ujs; s ¼ ½t, ; t þ d� constituting the corresponding control 
signal. Such a function v—be it explicit or implicit, e.g. via the solution of an optimisation problem— 
enables the DT to compute a suitable control input for the PT, but interestingly, it enables a human to 
do the same. Although a human will undoubtedly process the available information differently, and will 
tap different information sources, if we fix the desired state z?ðt þ dÞ; then both human and DT are 
necessarily required to find a suitable vHuman and vDT; respectively. While it is unlikely that VHuman 
matches vDT (the desired change in zðtÞ may be achieved in several ways, hence v is usually not 
unique), both functions must achieve zðt þ dÞ ¼ z?ðt þ dÞ: Hence, through the lens of ML, the only dif
ference between human control and direct control is that a human exclusively defines z?ðt þ dÞ—or 
formal criteria which define what constitutes z?ðt þ dÞ—whereas the underlying task of learning a suit
able control function as per Eq. (9a) is the same for human control and direct control.

Direct control and optimization
We shall now focus on direct control, i.e. we assume that the task of determining the optimal control 
signal uðtÞ is solved by the DT. If a desired state z?ðt þ dÞ is given, then it is a major learning task to 
identify a function vDT as described above. Indeed, a function that maps the desired state and the 
matrix X of observations into the space of control signals can be written implicitly as the solution of 
the following optimisation problem:

min
ujs

ckẑðt þ dÞ − z?ðt þ dÞk2 þ ð1 − cÞRðujsÞ

where ẑðt þ dÞ ¼ hð2ÞðX, ujs, tk, dÞ:
(11) 

In (11), the term RðujsÞ is a regularisation term on the control signal, e.g. its energy 
Ð tþd

t kuðtÞk2
2dt:

In essence, this optimisation problem involves moving the DT into the desired estimated state in a way 
that ensures a smooth transition and adheres to the laws of nature governing the PT. The optimisation 
problem (11) is parametrised by c; which defines the trade-off between an accurate match4 of z?ðt þ dÞ

and a smooth transition from ẑðtÞ:
Optimisation problems similar to (11) are rather new in the ML literature and have only been 

tackled recently. A first step is taken in [254], where f is assumed to be an ordinary differential equa
tion system. The proposed solution is a dual network architecture, where one part focuses on optimis
ing the control signal, and the other on solving the differential equations and estimating the state. 
Another recent work [255] focuses on so-called neural DAEs, which are an extension of neural ordin
ary differential equations, which—in turn—are neural methods for approximating ordinary differential 
equations. The authors propose to use simultaneous collocation, which is a novel method for training 
PINNs [256]. Although all of these approaches seem promising candidates for optimising DT control, 
further research and rigorous review is needed to validate their effectiveness.

For example, it is intuitive to think of z? as a desired position that the PT should take, e.g. an 
autonomous vehicle parking at a specific spot. However, z? could also be linked with internal properties 
of the PT, e.g. energy consumption. In such a setting, it is common that uðtÞ controls the power pro
vided to the PT [10,178], and hence uðtÞ may itself affect the optimisation objective, e.g. if one seeks to 
minimise energy consumption. This is possible by selecting a small c close to zero, which encourages 
the use of control signals which small norm and allows the DT system to operate efficiently.
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Interventions
While control focuses on achieving or maintaining a desired state z?; intervention testing focuses on 
studying the impact of changes to the DT system. As such, interventions are a counterpart to system 
control, since here we do not study alternative control signals uðtÞ that are necessarily designed to 
achieve or maintain z?ðtÞ: Instead, we are interested in determining how a specific uðtÞ affects the esti
mated state ẑðtÞ and measurements X to uncover their hidden relationship. This is a powerful setting 
that goes beyond the possibilities of classical data science, since controlled interventions permit the dis
covery of cause-effect relationships [257] (see Section on causal considerations) and latent variables 
such as b [258].

More concretely, using interventions one can—in theory—tackle the problem of discovering DAE f, 
as well as determining environmental influences gðtÞ which affect both the physics and the observa
tional measurement function gð1Þ:

This possibility is a key benefit of DT systems that is not achievable in other systems
Many approaches based on PIML, e.g. [255,256] assume that the physical equations f are fixed, yet 

in a DT system we can observe, test, and validate f. This opens a potent avenue for future research on 
DT-driven physics. To proceed in this direction, it is required to overcome the limitations of existing 
causal ML techniques due to the cyclical nature of DT systems. Moreover, from an ML perspective, 
intervention testing is often out-of-distribution, which challenges conventional learning theory [259]. 
First steps in this direction were taken in the medical domain, where intervention testing is firmly 
established. In [260], partial DTs of humans based on ML techniques were tested to propose adaptions 
to the human’s lifestyle such as dietary changes. However, further research is needed to explore the 
high potential of DT-based intervention testing.

Human-centered information presentation
Since ultimately a human must specify the desired state z? of the PT, it is essential to prepare and pre
sent the information generated by a DT in a manner that allows humans to make informed decisions 
and interact effectively with the PT to fully capitalise on the benefits of a DT. Given the inherent com
plexity of the ML models underpinning DTs, merely outputting predictions or raw data is often insuffi
cient. Instead, user-centered information presentation and explainable AI (XAI) are important for 
boosting trust, gaining new insights, and encouraging people to use DT systems in real life.

ML models, especially deep learning approaches used in DTs for forecasting and control (cf. 
Definition 2), typically operate as black boxes. The opacity of the DT can significantly impede the 
human capacity to comprehend, validate, or troubleshoot its functionality. Accountability and transpar
ency are fundamental ethical considerations, particularly for DTs of humans, social systems, or critical 
infrastructure. These challenges are addressed by XAI methods, which offer methods to render the deci
sions and predictions of ML models comprehensible [261]. For a DT, this means making understand
able not only what is predicted but also why a specific prediction or control recommendation uðtÞ was 
generated. This is particularly relevant when the human operator ultimately assumes control over the 
PT. Furthermore, the reliability of these ML models is inherently related to the quality of the input 
data, processed through the data layer. .

The quality of the processed data is crucial for the effective presentation of DT information, which 
combines interpretable ML techniques, embedding, and sophisticated visualisation. It is imperative that 
these data are effectively managed throughout the pipeline to ensure the overall performance of DT sys
tems [207].

� Interactive Data Visualisation: Beyond static charts, interactive dashboards offer the capability to 
dynamically explore complex datasets and model outputs. This includes visualising the data stream 
~xðtkÞ; the inferred state ẑðtkÞ and the forecasted state ẑðt þ dÞ: 3D visualisations of ẑ can provide 
intuitive insights into the geometric and physical properties of the PT, highlighting deviations. A 
clear indication of the prediction intervals or uncertainty surrounding predictions should also be 
included in these visualisations; this is particularly important in industrial applications where 
dependability is crucial.
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� Explainable AI Interfaces: To guarantee interpretability, DT systems should directly incorporate XAI 
outputs into the user interface. This can encompass three methods: First, feature importance can 
indicate which input features in X contribute the most to a particular prediction or control recom
mendation. This makes it easier for users to comprehend the key features of the data pipeline. 
Second, local explanations can provide case-specific rationales, such as counterfactual explanations 
that exhibit which minimal change in inputs would have resulted in a different outcome. This is 
essential for debugging and comprehending particular operational scenarios. Third, scenario analysis 
enables users to simulate ‘What-If’ scenarios to understand the impact of various control strategies 
uðtÞ or external disturbances gðtÞ presenting the results in an easily digestible format. Finally, the 
outcomes of these analyses must be in accordance with the laws of nature.

� Contextualisation and Actionability: Integrating governing laws can facilitate visualising the integra
tion of boundary conditions or conservation laws and the impact of their adherence or violation on 
the results. This helps users reconcile ML predictions with the known physical reality. Levels and 
warnings can transfer model predictions into clear, actionable alerts when important levels are 
crossed. This is in direct correlation with the necessity of robust data cleansing and anomaly detec
tion. Concerning recommendations for z?; when the DT performs control tasks or generates recom
mendations for human interventions, the interface should clearly state the recommended action and 
its expected impact and the underlying rationale. This aligns with the discussion above regarding 
direct versus human control. Providing metrics on the quality of the incoming data, such as infor
mation about misspelled values, imputed data, and detected anomalies is further helpful for context
ualisation. This allows users to assess the trustworthiness of the DT’s outputs, especially when the 
DT relies heavily on gð2Þ for imputation [95].

There are numerous obstacles associated with the implementation of human-centered, effective infor
mation presentation in DT systems. The presentation must strike a balance between the complexity of 
the underlying models and the simplicity of the presentation. Oversimplification can result in the omis
sion of critical information, while an excessive amount of detail can be overwhelming for the user. 
Additionally, real-time interpretability is required for DTs to function in real-time, which can be chal
lenging in dynamical systems that are developing quickly. The standardisation of metrics for explain
ability in the DT context, the development of adaptive interfaces that adapt to user expertise, and the 
integration of multimodal feedback (e.g. audio or haptic signals) to enhance decision-making are all 
potential future research directions. To transform DTs from powerful analytical tools to trustworthy 
and collaborative partners for human users, the synergy between XAI techniques and advanced user 
interface design will be essential. This will ensure that the insights derived from the data layer are 
clearly communicated and understood.

Physical and external requirements

In the following, we discuss and highlight several requirements that restrict ML-based modelling the 
PT. These requirements may stem from the nature of the PT (which is often, but not always, a physical 
object), from the intended application of the DT system (e.g. in industrial settings), and from the fact 
that DT systems are interacting—directly or indirectly—with humans, leading to ethical and legal chal
lenges. An overview is given in Figure 16.

Physical requirements
We now focus on the PT f and its (potentially time-varying) environment gðtÞ: From an analytical per
spective, eq. (1) is central, as it—in theory—fully describes the PT. However, in practice f and g are 
rarely known, which impedes exact modelling and motivates approximations. The physical reality of 
the PT commonly imposes constraints which must be satisfied.

From a physical perspective, several factors can critically influence the efficacy of learning tasks asso
ciated with the bidirectional flow of information between a PT and its corresponding DT. Central to 
this discussion is the ability of the DT to accurately represent the PT with sufficient temporal (and spa
tial) resolution [262]. It is important to recall that the PT’s state zðtÞ evolves in continuous time, i.e. 
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t 2 R; as governed by f. In contrast, the DT can only observe and represent this state at discrete time 
instances ẑðtkÞ; where tk 2 T corresponds to a finite sampling set. This disparity introduces fundamen
tal limitations in capturing the full dynamics of the PT, particularly in systems with fast-evolving or 
high-frequency behaviour [263–265]. In general terms, if the PT’s inherent process evolves over time 
scales shorter than the sampling rate of the data acquisition system, meaningful learning becomes 
infeasible [266]. More precisely, the underlying system dynamics f are characterised by specific tem
poral (and spatial) scales that must be adequately resolved for the DT to provide an accurate represen
tation through ~xðtkÞ and allow successful adaption through control in (11) [30,267].

Many physical systems exist for which high temporal resolution is not critical. Diffusion-driven 
processes—such as drug absorption [268], air pollution dispersion [269], or catalytic reactions [270]— 
typically evolve over long time scales. In such cases, there is sufficient time to measure and process the 
state of the PT, assuming reasonably capable hardware. In contrast, other systems are governed by 
much shorter characteristic time scales, which impose stringent requirements on the hardware infra
structure. For example, processes such as combustion [271], neural activity [272], or high-frequency 
mechanical vibrations [273] exhibit stiff dynamics and can unfold within millisecond or even sub-milli
second intervals. These cases demand high-frequency sensing and low-latency data processing to sup
port timely and effective control interventions [274,275]. Additionally, when DTs are deployed on edge 
devices, further constraints arise due to limited computational resources and power budgets. Ensuring 
real-time data acquisition and processing under such conditions requires careful selection and optimisa
tion of the hardware platform [276].

Moreover, additional challenges arise when modelling chaotic systems—a class that encompasses a 
wide range of natural and engineered processes, from turbulent fluid flows in mechanical systems to 
population dynamics in biological and ecological contexts [277,278]. Even when the DT provides an 
accurate short-term approximation of the PT—that is, when ẑ closely matches z—the intrinsic sensitiv
ity of chaotic systems to initial conditions imposes fundamental limits on the predictive time horizon 
as governed by f. Small perturbations—whether introduced directly through the control input u or 
indirectly through unmodeled effects represented by g—can quickly cause significant divergence 
between the DT and PT trajectories. As a result, learning tasks in such contexts must be carefully con
strained to reduced time windows over which predictive accuracy and control effectiveness can be rea
sonably maintained [279,280].

Continuing the discussion on physical requirements, additional considerations are necessary to 
ensure a stable, long-term connection and effective bidirectional flow of information between the PT 
and the DT. The PT f is often subject to fundamental physical principles—such as conservation laws, 
symmetries, and invariances under certain transformations (e.g. translations and rotations). Ideally, 
these physical principles should also be reflected in the DT by means of physics-informed approaches 
as discussed above. Failing to do so may introduce discrepancies into the bidirectional data flow, ultim
ately leading to diverging states and an increase in the error term e in Equation (9b) over time. 
Nonetheless, it is often unclear how and where to enforce such conservation laws within the DT frame
work. Moreover, measurement noise and environmental disturbances—represented by gðtÞ in (1) and 
(2)—may prevent these physical constraints from being directly inferred from the raw sensor data ~x: In 

Figure 16. Physical and external parts of DT system.
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such cases, it becomes necessary to incorporate these laws either through the data preprocessing func
tion gð2Þ in Equation (3) [48,281], via the design of the ML model itself [230,231], or directly within 
the learning process defined in Equation (9a)—for example, by employing methods from PIML 
[29,237].

Ethical and legal requirements
The ambiguity and lack of transparency in the application of ML to DT systems give rise to significant 
ethical challenges in the light of trustworthy AI [173]. Moreover, there is a growing body of legislation 
concerned with ML and AI [282], such as the General Data Protection Regulation (GDPR) and the EU 
AI act [283] as well as many smaller AI bills [284]. Therefore, this subsection addresses the ethical 
dimensions by first identifying the types of DT systems where these considerations are most pressing 
and then proposing how ML techniques can be adapted to meet ethical and the associated legal 
requirements.

For which types of DT systems are ethical and legal considerations relevant?. We identify three 
main types of DT system, in which ethical considerations are especially relevant: DIGITAL TWINS OF 

HUMAN BEINGS: The most ethically sensitive category is the ‘digital patient’ or any DT that models an 
individual’s physiology, health status, or behaviour. Such DTs, often proposed for personalised medi
cine or lifestyle coaching, handle extremely sensitive personal data. The core ethical challenges include 
privacy and consent, effects on user autonomy, and the potential for bias if models are not representa
tive of the population [285]. With respect to Privacy and Consent, questions like to following arise: 
How is data collected, stored, and used? Is the consent informed and ongoing, especially as the DT 
evolves with new data? For Autonomy and Agency, we refer to the central question of whether a DT’s 
ML model predicts a future health risk, and how it affect an individual’s choices and autonomy. In 
terms of Bias and Equity, we argue that if the ML models are trained on data from a specific demo
graphic, the resulting DT may be less accurate or even harmful for individuals from underrepresented 
groups, exacerbating existing health disparities. DIGITAL TWINS OF SOCIAL SYSTEMS AND HUMAN 

ENVIRONMENTS: This category includes DTs of smart homes, office buildings, or even entire cities. These 
systems model the interaction between humans and their environment, making them ethically complex. 
There are several key ethical issues to consider here [286]. A DT of a building or city inherently 
involves monitoring the behaviour of its occupants, hence it is connected to Surveillance and Control. 
This raises concerns about mass surveillance, a loss of privacy, and the potential for behavioural 
manipulation. In terms of Fairness and Justice, ML models used for resource allocation (e.g. public 
transport) could mimic or even amplify existing societal biases, directing resources towards wealthier 
neighbourhoods and neglecting others (cf. smart city DT). Finally, questions regarding Accountability 
arise if things go wrong (e.g. resource depletion due to inadequate allocation). The lack of clarity makes 
assigning accountability nearly impossible, which is a critical gap in algorithmic governance [287]. 
DIGITAL TWINS OF CRITICAL INFRASTRUCTURE: This category includes DTs for assets like bridges, power 
plants, and autonomous vehicle fleets. While not directly modelling individuals, their failure can have 
severe consequences for human life and societal stability [288]. One ethical consideration is around 
Safety and Reliability: The central ethical mandate is to ensure that the system is safe. Given the opacity 
of many ML models, the main question is how can we guarantee their reliability? Another ethical con
sideration concerns Accountability and Transparency: In the event of a failure, it is ethically imperative 
to understand why it occurred. A ‘black box’ ML model that cannot explain its reasoning, which makes 
post-mortem analysis and future prevention extremely difficult.

How can we adapt ML techniques to meet ethical and legal requirements?. Addressing these ethical 
challenges requires moving beyond a narrow focus on predictive accuracy and incorporating ethical 
principles directly into the ML development lifecycle. This involves adapting the employed techniques 
in the following ways:
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� Transparency and Explainability: The lack of clarity in current DT literature must be countered with 
a commitment to XAI. Instead of using opaque models, we should prioritise interpretable alterna
tives or employ post-hoc explanation techniques to understand model behaviour [261]. As an 
example, for a DT monitoring a bridge, an XAI system could highlight which specific sensor read
ings and physical parameters led to a damage prediction, allowing engineers to verify the reasoning.

� Privacy Preservation: For DTs of humans or social systems, the default mode of data handling must 
shift towards privacy preservation. This can be achieved through techniques such as federated learn
ing and differential privacy [289,290].

� Bias and Fairness: To address bias in DTs that affect humans, ML models must be explicitly opti
mised for fairness alongside accuracy. This could involve bias audits (i.e. systematically auditing 
datasets for demographic imbalances and stereotypical correlations before any model is trained) and 
fairness-aware models (i.e. employing ML algorithms designed to mitigate bias by enforcing fairness 
constraints) [291].

� Compliance: Relevant existing legislation must be considered in advance of developing an ML-based 
DT system. ML systems must be designed in a way to allow easy adaption to foreseeable regulatory 
requirements [292]. Since ensuring full compliance of DT systems is likely not achievable [293], legal 
stakeholders should be involved and consulted in appropriate ways to prevent compliance risk dur
ing operation.

Summed up, to leverage ML in DT, we must treat transparency, privacy, fairness and compliance as 
primary design goals. This requires a fundamental shift in how ML techniques are selected, imple
mented, and validated within the DT framework, moving from the current state of ambiguity to one of 
clear, accountable, and human-centric design. These ethical considerations in the light of trustworthy 
AI are also important when considering the certification of ML-backed DTs [294].

Summary and recommendations

In this paper, we have reviewed DTs through the lens of ML. We have described DTs in the domains 
Earth Sciences, Healthcare, and Industry, with a focus on data, learning assumptions and learning objec
tives. We have reviewed 50 recent ML-based DTs, highlighted trends, key technologies, opportunities, 
and challenges. We have given a formal definition of DTs intended as starting point for dedicated 
interdisciplinary research on machine learning for DT. We have described all components of a DT sys
tem in a domain-agnostic setting with a focus on ML, including discussions of promising niche topics 
such as physics-informed ML. The main motivation for this endeavour was to facilitate interdisciplinary 
research and to encourage ML researchers to investigate DT settings. As such, our work serves as 
guideline for machine learning researchers and practitioners who research, design or contribute to DT 
systems.

Despite the inherently applied and highly specific nature of DTs, we observe that digital twin sys
tems are amenable to statistical learning theory, and that ML has the potential to enhance all their 
components—and is already commonly used for this purpose.

Based on the insights gained in this review, we make the following recommendations:

1. DTs differ considerably between and within domains, yet there are also surprisingly many shared 
concepts and similarities. To adequately address the needs of the application, ML objectives needs 
align with the DT’s specific objective. This may require the definition of custom losses or architec
tures, depending on the domain’s requirements and restrictions. We explicitly discourage using ML 
methods ‘off-the-shelf’ for an operational DT—the default learning objectives, hyperparameters and 
architectures are often suboptimal, and in our review we frequently observed customised setups 
performing better.

2. Although arguably most DT applications are industrial, other domains such as Earth sciences and 
healthcare have different DT concepts and different operational constraints. Traditional key targets 
such as cost and response times are less relevant when creating a long-term representation of a 
part of Earth, where interoperability and plausibility are more relevant—this needs to be considered 
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when selecting learning approaches, since an accurate yet opaque deep learning method may offer 
a worse trade-off than an explainable lightweight regressor with uncertainty quantification. 
Moreover, when human subjects are involved, DTs require a different optimisation approach that 
favours safety over accuracy, which may require asymmetrical loss functions.

3. We observe a trend in contemporary DTs towards deep learning, yet novel technologies involving 
agentic AI and LLMs remain rare. This is a promising direction for future DTs, which may lever
age autonomous agents to enhance interoperability, generate comprehensive explanations, ensure 
safety and compliance, and to gain a competitive advantage.

4. ‘Single-use’ DT solutions present an open challenge, which is aggravated by the positivity bias and 
irreproducibility commonly found in ML-research. To overcome these difficulties, we encourage 
extensive, open evaluations of ML-driven DTs, which requires secondary experimentation such as 
sensitivity or ablation studies. Moreover, we encourage the publication of negative or inconclusive 
results to permit a more objective perspective on the field.

5. Many ML approaches assume that a good training dataset is available. This is not realistic for most 
DT applications we examined. Data should be modelled as (dependent) data streams from which 
the ML system should learn and complete inference tasks—ideally in real-time. Labels noise must 
be considered, as well as inherent uncertainties in supposedly accurate ground-truth data.

6. One of the most promising avenues for ML is to include the PT’s properties as a learning objective. 
Domain knowledge-based approaches, such as physics-informed ML, can help to enrich the validity 
of the DT and avoid predictions of impossible states. Therefore, such approaches are prime candi
dates for many DT applications.

7. One of the main benefits of a complete DT system, consisting of a coupled DT and PT, is its cap
ability to make interventions, which can be used to generate realistic training datasets and to per
mit causal discovery and modelling.

8. The evaluation of ML for DTs is typically multi-dimensional—besides accuracy, other aspects such 
as robustness, plausibility, explainability, efficiency, ethical/legal requirements, and cost can be rele
vant in realistic digital twin settings.

To conclude, we note that both DTs and ML are growing and quickly evolving fields, and that 
many of the current challenges are likely to be overcome in the near future. We envision that future 
work at the intersection of these fields produces significant interdisciplinary skills and knowledge, giv
ing rise to a new generation of ML-based DT systems which are more realistic, more cost-efficient, 
amenable to theoretical analyses, explainable to humans, and require less resources to reduce energy 
consumption.

Notes 

1. We omit explicit spatial dependencies zðt, xÞ; as these can be implicitly represented within the state z through 
spatial discretization.

2. Aiming for maximal generality of our definition, we do not specify the learning-theoretic background. E.g., we 
do not explicitly assume that the functions can be analyzed within the framework of probably approximately 
correct (PAC) learning, cf. [176] ; although in many cases of practical interest that may very well be the case.

3. Here and in the remainder of this work, ujs refers to the restriction of the function U to the set s:
4. Note that, as per (9a), the forecast ẑðt þ dÞ is an accurate estimate of the actual PT state zðt þ dÞ:
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